TRUONG DAI HOC VAN LANG

GHI TEN PON VI CHU QUAN MON HQC

DPE THI/DE BAL RUBRIC VA THANG DIEM
THI KET THUC HQC PHAN
Hoc ky 1, nam hoc 2024-2025

I. Thong tin chung

BM-006

Tén hoc phan: | THAM NHAP THU VA PHONG THU

M3 hoc phan: | 7INWCS40803 S tin chi: | 3
Mi nhom 16p hoc phén: | 242 7INWCS40803 01
Hinh thire thi: P 4n (Thuyét trinh) Thoi gian 1am bai: | 10 | tuan

GV giao dé bai trong thoi gian gidng

[J TT. Khao thi thiét lap va giao dé bai

day 16p hoc phan trén hé thong thi CTE theo lich thi Phong
Dao tao cong bo
[J C4 nhan Nhom S6 SV/mhém: | 3
Quy cach dat tén file Ma nhém_Tén dé tai

1. Format dé thi
- Font: Times New Roman
- Size: 13
- Quy uéc dit tén file dé thi/dé bai:

+ M3 hoc phan_Tén hoc phan_Ma nhém hoc phan_ TIEUL De 1

2. Giao nhan dé thi

Sau khi kiém duyét dé thi, dap an/rubric. Truwéng Khoa/Bd mén guri dé thi, dap an/rubric

vé Trung tam Khao thi qua email: khaothivanlang@gmail.com bao gém file word va file pdf

(nén lgi va dit mdt khdu file nén) va nhin tin + ho tén ngudi giri qua sd dién thoai

0918.01.03.09 (Phan Nhét Linh).
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IL. CAc yéu ciu ciia dé thi nham dap ing CLO

BM-006

(Phan nay phdi phoi hop véi théng tin tir dé cwong chi tiét ciia hoc phan)

Ky
hi¢u
CLO

Noi dung CLO

Hinh
thire
danh gia

Trong sb CLO
trong thanh phan
danh gia (%)

Cau
hoi
thi so

Piém
SO
toi da

Lay dir
liéu do
luwong

mirc dat

PLO/PI

0]

(2)

3

Q)]

(6)]

(6)

U]

Giai thich duogc cac
nén ting vé Kiém
thr tham nhdp va
phong thu, céch
thirc hoat dong cua
cac ky thuat va cong
cu kiém thir xam
nhép

Ap dung céach thirc
bao mat hé thong
phong chdng viéc
khai thac cac 16
hong bao mat.

Thuc hién trach
nhiém ca nhan vao
viéc thuc hién dd an
nhom va giai quyét
cac van dé lién quan
dén nhom.

Str dung thanh thao
cac ky thudt, cong
cu kiém thir xam
nhap, hé théng
phong tha. Trién
khai quy trinh kiém
thr xam nhap va
thiét 1ap bao mat hé
thong phong chbng
viéc khai thac cac 16
héng bao mat.

CLO1 Do 4n 20 1 2

CLO2 Do 4n 20 2 2

CLO3 D6 an 30 3 3

CLO4 Do 4n 30 4 3

100

I11. Noi dung dé bai

1. D& bai
Mi nhém sinh vién lua chon mot trong sb cac chu dé sau day dé thyc hién dd 4n mon hoc.
e Tim hiéu va xdy dung hé théng phat hién xam nhap Zeek.

e Tim hiéu va xay dung hé théng phat hién xdm nhap OSSEC.
e Tim hiéu va x4y dung hé théng phat hién xdm nhap Suricata.

e Tim hiéu va xay dung hé théng phat hién xdm nhap Security Onion.
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e Tim hiéu va xay dung hé thong Honeypot véi Honeyd.
e Tim hiéu k¥ thuét tin céong DHCP (DHCP Starvation, DHCP Spoofing, DHCP
Flood, DHCP Bomb) va cach phong chéng.
Két qua cia d6 4n mén hoc bao gdbm:
e M0 ta deé tai.
e Dinh dang cudn bao céo.
e Cosd ly thuyét
o M0 hinh thiét ké.

o Két qua thyc nghiém.

2. Huéng din thé thirc trinh bay dé bai
Keét cau ndi dung béo cao:

Bao cao duoc viét bﬁng TIENG VIET hoidc TIENG ANH bao gém nhirng van dé duoc
trinh bay theo trinh tu sau:

(1) Trang bia (Theo mau)

(2) Trang “Nhan xét ctia giang vién hudng dan”.

3) Muc luc

(4) Danh muc hinh anh

®)) Danh muc bang biéu

(6) Phén ndi dung bao cdo mon hoc
(7) Phu lyc (néu co)
(8) Tai liéu tham khao (Danh muc cac loai tai li¢u tham khao, bao gém: cac loai tai

liéu, gido trinh, bai giang hoac tai li€éu tham khao tir mang Internet sinh vién phai chi rd
nguodn goc cta tai liéu d suwu tam)
Huéng din sinh vién trinh bay:
1. Quy dinh dinh dang trang
= Kho trang: A4;
» Canh Ié trai: 3,5 cm; Canh 18 phai, dau trang va cudi trang 2 cm;
» Font chit: Time New Roman, c& chir 13;
= (Cach dong: Line Space: 1.2 -1.5;
= (Cac doan van cach nhau 1 du Enter.
2. Danh sd trang
= T “M6 dau” dén phan “Tai liéu tham khao” danh theo sb (1,2,3...), canh giira
& dau trang.
» Panh sd cac dé muc
3. Dénh theo s6 tht tu cla chuong va s6 thtr tu ctia d& muc cép trén:
Chuong 1. TIEU BE CAP 1 (SIZE 14 chit in hoa)
1.1 Tiéu dé cap 2 size 14 nhu vin ban binh thuong nhung in dam
1.1.1 Tiéu dé cap 3 size 14 nhu vin ban nhung in ddm va nghiéng
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4. Dénh sb bang, do thi, hinh, so dd
MB&i loai cong cu minh hoa (bang, dd thi, hinh, so dd...) dugc dit tén va danh s thir tir
trong mdi chuong c6 sir dung bang, d6 thi, hinh, so do ... dé minh hoa. S6 dau 1a sb

chuong, sau d6 1a sé thir tw cia céng cu minh hoa trong chuong do.

5. Tai liéu tham khao

3. Rubric va thang diém

BM-006

Rubric 3: danh gia P an mén hoc: trinh bay

danh so, sai
nhiéu 101

Gi6i (dat xuat | Kha (dat N
< e 1o . : Trung binh
Tron sac so véi chi | kha cao hon (dat chi bao | Khong dat
Tiéu chi L 08 | bgothwe | chibio thye | (3 EM &
s0 (%) N NN thure hi€n) <50%
hién) hién) 50 Y :
100% 75% °
Mo ta dy an
M() ta du an, sai huérng,
day du, stc M6 ta du an khong thé
. tich, rd rang day du Mo ta du an | hién duoc
Mo ta do an 10% | va thuc tién, nhung cach it, khong du | muc tiéu
the hién dugc | trinh bay hoi | ni dung nghién cuu
nghiép vu dai dong dir liéu
doanh nghiép doanh
nghiép
Cosoly Cosoly
Cosoly thuyét thiéu | thuyét thiéu Cosoly
Co so ly thuyet 20% | thuyet day du, 1-2 chuce 3-5 chuce thuyét sai.
10 rang. nang. nang.
.2 . bép tng 80% | Pap ung bép ting bép ting
zrﬁgéhal the 30% | -100%yéu | 70%-80% | 50%-70% | dudi 50%
ghie cau. yéu cau. yéu cau. yéu cau.
A . Khong rd Noi nho,
Eﬁl (W Noi 6, t | 1o, thiéu ty | khong ty
Kha nang trinh bay 10% JUyet phue, tin, giao luu | tin, it giao tin, khong
giao luu nguoi 2. ,. .
nguoi nghe | luu nguoi giao luu
nghe .
nghe nguoi nghe
Trinh bay
bao céo theo Trinh bay
format .
. \ chuan bacz cao
Trinh bay bao TTmh ’bay nhung con kh:ong thf ©
. bao cao theo A Ox. .1 | mau chuan,
cao theo format chudn nhiéu 16i: dé Kkhone thén
Pinh dang béo cao 10% format chuéan, \ muc khong % gw g
< A . nhung con < nhat gitra
o rang, logic, N e 1R 0 rang, . A
, 1R 2 maot vai 101 \ % cac phan
c6 tham my X bang biéu,
nho . < theo nhu
hinh v& éu ciu cua
khong duoc yeu ca
bo moén
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chinh ta,
danh may.
Tra 101 ding
tat ca cac cau 1 s Tra 161 Tra 1o1
e Tra 161 chinh ) . A .
hoi va c6 mé éc 70-80% chinh xéc khong chinh
Tréa 161 cau hoéi 10% | rong va phat tdne 6 cau 50-69% xactrén
trién céu tra héig tong s6 cau | 50% tong sO
101 dé giai hoi cau hoi
quyeét van dé
Cé nhan Cé nhan Cé nhan
C4 nhan duoc duoc ca duoc ca duoc ca
Personal 50, 4 nhém danh nhom danh nhom danh | nhém danh
° 4 1t gia dong gép | gia dong gia dong
& chi 75% du | gbp chi 50% | g6p 0% dur
an du an an
. Nop bai dung thoi han Nop bai tré
0 v . ¥
Ontime 5% han
Tong 100 |
TP. Ho Chi Minh, ngdy 14 thdng 02 nidm 2025
Nguoi duyét de Giang vién ra deé

Ths. Tran Quang Nhat
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