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TRUONG DAI HOC VAN LANG
PON VI: Khoa Cong Nghé Thong Tin

DPE THI/DE BAL RUBRIC VA THANG DIEM
THI KET THUC HQC PHAN
Hoc ky 2, nam hoc 2024-2025

I. Thong tin chung

Tén hoc phﬁn: An ninh nhan sy, dinh danh va chig thuc
M3 hoc phan: | 7INWCS40603 Sb tin chi: | 3
Mai nhom 16p hoc phén: | 242 7INWCS40603 01

Hinh thirc thi: Do 4n Thoi gian lam bai: | 21 | ngay
[1 Ca nhan Nhom
Quy cach dat tén file Ma SV _Ho va ten SV_MaNhom

1. Format dé thi

- Font: Times New Roman

- Size: 13

- Quy udc dit tén file dé thi/dé bai:

7INWCS40603 An ninh nhan sy, dinh danh va chung thuc 242 01 TIEULUAN
2. Giao nhan dé thi

Sau khi kiém duyét dé thi, dap an/rubric. Truwéng Khoa/Bd mén gui dé thi, dap an/rubric
vé Trung tam Khao thi qua email: khaothivanlang@gmail.com bao gém file word va file pdf
(nén lai va dit mdt khdu file nén) va nhin tin + ho tén ngudi giri qua sé dién thoai
0918.01.03.09 (Phan Nhat Linh).
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IL. CAc yéu ciu ciia dé thi nham dap ing CLO

BM-006

(Phan nay phdi phoi hop véi théng tin tir dé cwong chi tiét ciia hoc phan)

Trong s Piém Lay dir
Ky Hinh CLO trong Cau héi b liéu do
hiéu | No¢i dung CLO thirc thanh phan thi sé t&i lwong
CLO danh gia | danh gia da mirc dat
(%) PLO/PI
1) (2) 3) 4) (3) (6) @)
2 ~ . Mo ta
Nam viing cac o 4n
kh;'u niém va Co so I6
kién thirc co ban A . o
CLO1 | . ~ Do an 40% thuyét 10 PI3.1
v€ an ninh nhan )
su, dinh danh va Dinh
chung thuec. d'c,,mg )
bao cao
Thuc hién trach
nhiém ca nhan
V?AO Vi?C’thl.IC . A o Personal
CLO2 | hién d6 an nhom b6 an 5% 10 PI1.2
va giai quyét cac
van dé lién quan
dén nhom.
Thuc hi¢n xay Tridn
dung an niph Khai
cLo3 | than sy, dinh Db 4n 30% thye 10 | PI7.1
danh va chung nghiém
thuc cho doanh i
nghiép
Thé hién y thirc
tu rén luyén hoc
tap thuong i
xuyén va tha
nghién ctru vao nang
A A trinh
Vige cung €o ‘ by
CLO4 | kién thurc, Do an 25% Tra 16 10 PI9.1
thuong xuyén cAu hoi
1én lop day du Ontime
va chuan bi cho
gio 1én 16p theo
yéu cau cla
giang vién.

Chu thich cac cft:

(1) Chi ligt ké cac CLO dwoc danh gid boi dé thi két thiic hoc phdn (twong g nhuw dd mé td trong
dé cuong chi tiét hoc phan). Luru y khong dwa vao bang nay cac CLO khong dung bai thi két thiic hoc
phan dé déanh gid (c6 mét s6 CLO dwoe bo tri ddnh gia bang bai kiém tra gitta ky, danh gid qua duy
dn, do an trong qud trinh hoc hay cdc hinh thire ddnh gid qua trinh khéc chir khéng bo tri danh gid
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bang bai thi két thiic hoc phan). Trieong hop mét s6 CLO vira dwege bé tri danh gid qud trinh hay giita
ky vira dege bé tri danh gid két thiic hoc phan thi van dwa vao cét (1)

(2) Néu ngi dung cua CLO twong wng.

(3) Hinh thirc kiém tra danh gid co thé la: trdc nghiém, tw lugn, du an, do an, van dap, thuc hanh
trén mdy tinh, thwc hanh phong thi nghiém, bdo cdo, thuyét trinh, ..., phit hop véi néi dung ciia CLO
va mo ta trong dé cwong chi tiét hoc phan.

(4) Trong s6 mirc dé quan trong cua ting CLO trong dé thi két thiic hoc phan do giang vién ra dé
thi quy dinh (mang tinh tuong doi) trén co sé mikc do quan trong cua tung CLO. Day la co s¢ dé
phdn phoi ty 1é % s6 diém t6i da cho cdc cdu héi thi dung dé danh gia cac CLO twong g, bao dam
CLO quan trong hon thi dwoe danh gid véi diém s6 t6i da I6n hon. Cot (4) ding dé hé tro cho cét
(6).

(5) Liét ké cdc cdu hoi thi s6 (cdu héi sé ... hodc tir cdu héi so... dén cdu héi so...) ding dé kiém
tra nguoi hoc dat cac CLO tuwong ung.

(6) Ghi diém so t6i da cho moi cau héi hodc phan thi.

(7) Trong trieong hop ddy la hoc phan cét 16i - sit dung két qua danh gid CLO ciia hang twong irng
trong bang dé do lwong danh gia mirc do nguwoi hoc dat dwoe PLO/PI - can liét ké ky hiéu PLO/PI ¢6
lién quan vao hang tiwong irng. Trong dé cwong chi tiét hoc phan ciing can mé ta ré CLO tuwong tng
ciia hoc phan nay sé dwoe sir dung lam dit liéu dé do lwong danh gid cac PLO/PIL. Truwong hop hoc
phan khéng cé CLO nao phuc vu viéc do lwong danh gid mire dat PLO/PI thi dé trong cét nay.

I11. Noi dung dé bai
1. Dé bai
- Peé tai 1. Tan cong va Phong chong Brute-force vao H¢ thong Ping nhap
e Nghién ctru co ché hoat dong cua tan cong brute-force vao hé thong ding nhap;
e Phan tich cac k¥ thuat Brute-force phd bién;
e Danh gia tdc dong cua brute-force ddi voi bao mat hé théng;
e Thyc nghi¢ém mot s6 kich ban tn cong Brute-force vao Hé théng dang nhap;
e D3 xuét va trién khai cac bién phap phong chéng Brute-force.
- D@ tai 2. Tan cong va Phong chéng Man-in-the-Middle vao Hé thong Ping nhip
e Tim hiéu nguyén Iy tdn cong Man-in-the-Middle (MitM) vao hé thong ding nhap;
e Phan tich cac k¥ thuat MitM pho bién;
e Thyc nghi¢ém mot s6 kich ban tan cong MitM vao Hé théng dang nhap;
o D¢ xuit va trién khai cac bién phap phong chong MitM;
- Pé tai 3. Tan cong va Phong chong Credential Stuffing vao H¢ thong Diing nhip
e Nghién ctru co ché va nguyén nhan din dén tin cong Credential Stuffing;
e Phan tich cic cong cu va k¥ thuat tdn cong Credential Stuffing pho bién;
e Danh gia hau qua ciia Credential Stuffing ddi v6i cac Hé thong bi tan cong;

e Thyc nghiém mot s6 kich ban tin cong Credential Stuffing vao Hé théng dang
nhap;
e D¢ xuit va trién khai cac bién phap phong chong Credential Stuffing.
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- Dé tai 4. T4n cong va Phong chdng Session Hijacking vao Hé théng Ping nhap
e Nghién ctru cach thirc tan cong Session Hijacking hoat dong;
e Phaén loai cac hinh thtrc tin cong Session Hijacking;
e Trién khai thir nghiém mot sb ky thuat tin cong Session Hijacking dé danh gia rui
10;
e D@ xuét va trién khai cac bién phap phong chéng Session Hijacking.
- Peé tai 5. Tan cong va Phong chdng Kerberos Ticket Forging
e Nghién ctru vé co ché hoat dong cua giao thirc Kerberos va cac loai Ticket;
e Phan tich k¥ thuat tin cong Kerberos Ticket Forging;
e Trién khai va dénh gia tac dong cua cac cudc tin cong Kerberos Ticket Forging
d6i voi hé thong;
e Dé xuit va trién khai cac giai phap phong chdng Kerberos Ticket Forging;
- Pé tai 6. Ung dung Salting dé Bao vé Mat khau truwéc tin cong Rainbow Table
e Nghién ciru nguyén 1y tdn cong Rainbow Table va cach thirc khai thic mat khau;
e Phan tich vai tro ciia Salting trong viéc ting cudng bao mat mat khau;
e Trién khai thir nghiém v&i mat khau c6 va khong c6 Salt dé danh gia hiéu qua;
e D¢ xuét phuong phap luu trir mat khau an toan;
2. Hwéng din thé thire trinh bay dé bai
1. Quy dinh dinh dang trang
= Kho trang: A4.
» Canh 1é trai: 3,5 cm; Canh 1& phai, dau trang va cudi trang 2 cm.
=  Font chii: Time New Roman, c& chir 13.
= (Céch dong: Line Space: 1.2 -1.5.
»  Cdc doan van cach nhau 1 ddu Enter.
2. Panh sb trang
= T “M6 dau” dén phan “Tai liéu tham khao” danh theo sb (1,2,3...), canh giita &
dau trang.

3. Danh so cac dé muc

Danh theo so thu ty cua chuwong va so thur tu cua dé muc cap trén:
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Mbéi logi cong cu minh hoa (bang, do thi, hinh, so dé‘...) dwoce dat tén va danh so thir

w

trong méi chiong cé sir dung bang, dé thi, hinh, so' dé ... dé minh hoa. S6 dau la s6

chwong, sau dé la sé thir tw ciia cong cu minh hoa trong chirong do.

Vi du:
Bing 2.6. Qui mé va co ciu khach dén Viét Nam phén theo phwong tién
2000 2002 2005 2007
Ty Ty Ty Ty
Ngan | trong | Ngan | trong | Ngan | trong | Ngan | trong
lurot (%) luot (%) luot (%) lrot (%)
DPuong khong | 1113,1 | 52,0 15403 | 58,6 23352 | 67,2] 32619 | 78,2
TAI LIEU THAM KHAO

Trinh Lé A va Giang Xuan H (2003), “Tié'p can logi hinh du lich thé thao — mao

hiém”, Tap chi Du lich Viét Nam, s6 5.

3. Rubric va thang diém
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Rubric 3: danh gia P an mon hoc (Project, 60%): trinh bay

Giéi (dat xuat | Kha (dat Trune binh
sac so voi chi | kha cao hon g A A
o . Trong X sy 2 (dat chi bao | Khong dat
Tiéu chi X ‘o bao thue chi bao thuc oA °
s0 (%) oA oA thuc hién) <50%
hién) hién) 50%
100% 75% °
Mo ta du an
M0 ta du an, sai huong,
day du, stc M6 ta dy an khong the
tich, 10 rang day du Mo ta du an | hién duogc
Mo ta 3o an 10% Véqthl_l’c tién, nhung cach it, khong du | muyc tiéu
thé hién dugc | trinh bay hoi | ndi dung nghién ctru
nghiép vu dai dong dir ligu
doanh nghiép doanh
nghiép
Cosoly Cosoly
) Cosoly thuyét thieu | thuyét thicu Cosoly
Co so ly thuyét 20% | thuyét day du, 1-2 chirc 3-5 chue thuyét sai.
y thuy y y y
r0 rang. nang. nang.
.2 . bép tng 80% | Dap ung bép ting bép ting
grﬁgrll‘lhal thye 30% | -100%yéu | 70%-80% | 50%-70% | dudi 50%
ghie cau. yéu cau. yéu cau. yéu cau.
- . Khong 1o Noi nho,
Eﬁl (WU NGiro, o | 101, thiéu ty | khong t
Kha nang trinh bay 10% ia(}), luﬁ N l}éi tin, giao luu | tin, it giao tin, khong
ﬁ’ he & nguoi nghe | luu nguoi giao luu
& nghe nguoi nghe
Trinh bay
bao céao theo
fom;lat Trinh bay
chuan, L,
. . nhung con ba‘f cao
Trinh bay bdo | LOPRO8Y | s 55 ga | Khong theo
, bao cao theo N mau chuan,
cdo theo : format chudn | 5¢ khong khéng thon
Pinh dang bao cao 10% format chuan, . r0 rang, x gw &
g g
o0 rang, logic, nh}r ne con bang biéu, nl,lat sia
c6 tham my mot vai 101 hinh vé cac phan
nho A theo nhu
khong duoc Al A,
, . |yéucaucua
danh so, sai n A
A 1% bo moén
nhiéu 101
chinh ta,
danh may.
Tra 101 ding
tat ca cac cau 1 1 Tra 101 Tra 101
e g, Tra 101 chinh . . n ,
hoi va c6 mé <éc 70-80% chinh xac khong chinh
Tra 101 cau hoi 10% rong va phat tdne s6 cau 59-69% xac trén
trién péu tra h(")ig tong so cau | 50% tong sO
1o1 dé giai hoi cau hoi

quyét van dé
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Ca nhan Ca nhan Ca nhan
A duoc ca duoc ca duoc ca
Céa nhan duoc ; . ; . ; .
. 1 , nhom danh nhom danh | nhoém danh
Personal 5% cd nhom danh 4 , 4 s 4
4 1ot gia dong gop | gia dong gia dong
& chi 75% du | g6ép chi 50% | gop 0% du
an du an an
Ontime 50, Nop bai dung thoi han Nop bai tre
han
Tong 100 |
TP. H6 Chi Minh, ngdy 15 thdng 02 nidm 2025
Nguoi duyét de Giang vién ra de

Ths. Tran Quang Nhat

Ths. Bui Duy Cuwong

Trang 7/7



