BM-004
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DE THI, PAP AN/RUBRIC VA THANG DPIEM
THI KET THUC HQC PHAN
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I. Thong tin chung

Tén hoc phan: | INTRODUCTION TO COMPUTER NETWORKS AND
CLOUD COMPUTING
M3 hoc phan: | 72ITNW20103 S6 tin chi: | 3
Mai nhom 16p hoc phén: | 241 72ITNW20103 01
Hinh thtrc thi: Tw luan Thot gian lam bai: | 90 | phut
Thi sinh dwo'c tham khdo tai li¢u: 1 Co Khong

Giang vién ndp dé thi, dap 4n bao gdm ca Lan 1 va Lan 2 truéc ngay 15/03/2024.
Cich thirc ndp bai (Giang vién ghi ré yéu ciu):

Goi y:

- SV gd truc tiép trén khung tra 16i ctia hé thng thi; Khong sir dung tai lidu.

- May tinh khong két ndi Internet, chi c6 mang ndi bd dé nop bai thi online.

1. Format dé thi

- Font: Times New Roman

- Size: 13

- Quy udc dit tén file dé thi:

+ M3 hoc phan_Tén hoc phan_Ma nhém hoc phan TUL De 1

+Mai hoc phan_Tén hoc phan_Ma nhém hoc phan TUL De | Ma dé (Néu sir dung nhiéu
md dé cho 1 ldn thi).

2. Giao nhan dé thi

Sau khi kiém duyét dé thi, dap an/rubric. Trueéng Khoa/B$ mén giri dé thi, dap an/rubric
vé Trung tdm Khao thi qua email: khaothivanlang@gmail.com bao gom file word va file pdf
(nén lgi va dit mdt khdu file nén) va nhan tin + ho tén ngudi giri qua sd dién thoai
0918.01.03.09 (Phan Nhét Linh).
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IL. CAc yéu ciu ciia dé thi nham dap ing CLO
(Phan nay phdi phoi hop véi théng tin tir dé cwong chi tiét ciia hoc phan)

Lay dir
liéu do
luwong

Trong s6 CLO Piém
trong thanh Cau hoi s’f')
phan(((iyzll)lh gia thi so0 30; mike dat

PLO/P1
@ 2 (€)] (C)] (6)] () @)
Understand
computer
networks, data
transmission and
protocols, apply
network model . Question
CLO1 development to writting 80% 1,2,3,4
build computer
network systems
according to
business
requirements.
Proficient in using
Visio, Cisco
Packet Tracer,
CLO2 | Wireshark software | Writting 20%
to design,
configure and test
network systems.

Ky Hinh
hi¢u Noi dung CLO thire
CLO danh gia

Question
3,4

Chu thich cac cft:

(1) Chi ligt ke cac CLO dwoc danh gid boi dé thi két thiic hoc phdn (twong g nhuw dd mé td trong
de cuong chi tiét hoc phan). Luru y khong diwa vao bang nay cac CLO khong dung bai thi két thiic hoc
phan dé déanh gid (c6 mét s6 CLO dwoe bé tri danh gia bang bai kiém tra gitta ky, danh gid qua dy
dn, do dan trong qua trinh hoc hay cdc hinh thicc danh gid qud trinh khac chir khong bo tri danh gid
bang bai thi két thiic hoc phan). Truwong hop mét s6 CLO vira dwoc bé tri ddnh gid qud trinh hay gitta
ky vira diege bé tri danh gid két thiic hoc phan thi van dwa vao cét (1)

(2) Néu ngi dung cua CLO twong ung.

(3) Hinh thirc kiém tra danh gid co thé la: tric nghiém, tw ludn, du adn, do an, van dap, thuc hanh
trén mdy tinh, thwe hanh phong thi nghiém, bdo cdo, thuyét trinh, ..., phit hop véi néi dung ciia CLO
vd mo ta trong dé cwong chi tiét hoc phan.

(4) Trong s6 mirc dé quan trong cua tung CLO trong dé thi két thiic hoc phan do giang vién ra dé
thi quy dinh (mang tinh tuong doi) trén co sé mikc do quan trong cua tung CLO. Bady la co so dé
phén phoi ty 1é % s6 diém toi da cho cdc cdu hoi thi dung dé danh gid cac CLO twong ung, bao dam
CLO quan trong hon thi dwge danh gid véi diém s6 t6i da I6n hon. Cot (4) dimg dé hé tro cho cét
(6).

(5) Liét ké cdc cdu héi thi sé (cdu héi so ... hodc tir cdu héi s6... dén cau héi s6...) ding dé kiém
tra nguoi hoc dat cac CLO tuwong ing.

(6) Ghi diém s6 téi da cho moi cau héi hodc phan thi.

(7) Trong trieong hop ddy la hoc phan cét 16i - sit dung két qua danh gid CLO ciia hang twong irng
trong bang dé do lwong danh gia mirc do nguoi hoc dat dwoc PLO/PI - can liét ké ky hiéu PLO/PI co
lién quan vao hang twong iing. Trong dé cwong chi tiét hoc phan ciing can mé ta ré CLO twong iing
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cua hoc phan nay sé dwoc sir dung lam div liéu dé do heong ddanh gid cdc PLO/PIL. Truwong hop hoc
phan khong co CLO nao phuc vu viéc do lwong danh gia murc dat PLO/PI thi dé trong cét nay.
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I11. N§i dung cau héi thi
Question 1: OSI and Network models (7,5 points)
a. Compare TCP/IP layers to OSI layers. Explain why we use TCP/IP model for to-day

network design instead of using OSI Model?

b. Compare advantages and disadvantages of Star, Mesh and Bus topologies? Give example of
a network using each topology.

Question 2: Data Link (2 points):

a. Make the Digital Signal for Data 100101 using Line coding schemes: Manchester

b. Advantage and disadvantage of Circuit switch, Packet switch and Virtual circuit.

Question 3: Network (3,5 points)

a. Explain the working layers of Gateway, Router, Switch and Repeater? What is the different
between: Bridge and Switch.

b. How many bits of [Pv4 and IPv6 address? What is the advantage of IPv6 over [Pv4?

c. Calculate the IP address in Binary: 23.37.5.83

Question 4: IP Address (3 points)

a. Explain the function of a Mask in IP address? What is the first and last address in the block:
205.16.35.39/27? How many IP can be used for computers in this LAN?

b. Why we need IP address block for a private network? Why we use the NAT (Network
Address Translation)?

c. Consider a frame is send from a computer with private source address 192.168.0.10 to a
destination computer in internet (address 25.7.30.128), knowing the Router address is
200.2.5.15 . Calculate the IP address of a frame inside and outside of the LAN using NAT
principle.
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Phén ciu héi |

Noi dung dap an

Thang diém

Ghi chu

I. Ty luidn

Caul

1.5

Noi dung a.

- OSI: 7 layers, TCP/IP 5 layers.
TCP/IP is more practical

0.5

Noi dung b.

Mesh: fast and reliable; Star: low
cost but depend on a switch; Bus: lo
cost low speed. Mesh network:
Backbone network, Star: LAN, Bus:
internet over television cable.

1.0

Cau 2

2.0

No1 dung a.

Explain digital signal forms of
Manchester

1.0

Noi dung b.

Circuit switch: Fast but high cost of
link cable

Packet switch: Low speed but can
share links for all users

Virtual circuit: fast and can share
links for all user

1.0

Cau3

3.5

Noi dung a.

Gateway (5 layers), Router (3 layers),
Switch (2 layers) and Repeater (1 layer).
Bridge: connect 2 segments of a LAB,
Switch: connect a LAN.

1.0

Noi dung b.

IPv4: 32 bits, IPv6: 128 bits
[Pv6: more address space, more
security and multicast function.

1.0

Noi dung c.

00010110 00100011 00000101
01010001

1.5

Cau 4

3.0

Noi dung a.

Mask: define a block of IP add.

First IP 205.16.35.0, last IP
205.16.35.127, 128 — 2 =126 IP for host

1.0

Noi dung b.

Privated add can be used free in
LAN and can improve the security
of a host in LAN to out-side attack.
NAT use to share 1 public IP (of
Router) to many privated IP in a
LAN

1.0

Noi dung c.

Inside LAN: Source IP 192.168.0.1
Dest IP 25.7.3.128

1.0
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Outside LAN: Source IP 200.2.5.5
Dest IP 25.7.3.128

Pié¢m tong 10.0

‘ TP. Ho Chi Minh, ngdy ... théng 11 nam 2024
Nguoi duyét de Giang vién ra de

PGS. TS. Nguyén Tuin Pirc
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