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TRUONG DAI HOC VAN LANG
KHOA: CONG NGHE THONG TIN

PE THI KET THUC HQC PHAN
Hoc ky 1, nam hoc 2023 - 2024

M3 hoc phan: 71T0280

Tén hoc phan: An ninh tng dung web.
M3 nhom 16p hoc phan: 231_71T0280 01
Thoi gian lam bai (phat/ngay): 21 ngay
Hinh thtc thi: D6 4n

Céch thire ndp bai (Giang vién ghi ré yéu cau): sinh vién Upload file bai 1am word 1én
trang CTE

bé bai:
Céc nhom c6 thé chon cac dé tai dinh kém dé thuc hién d6 4n mon hoc. Két qua cua dd an
mén hoc bao gom:

e MO ta dé tai.

e Dinh dang cudn bao cio.

e Coso ly thuyét

e M0 hinh thiét ké.

e Két qua thyc nghiém.

Danh sach de tai:

e Tim hiéu htmLawed dé lam sach HTML chéng lai cac cudc tan cong XSS. Thuc
nghi¢m minh hoa.

e Tim hiéu Acunetix WVS quét 156 hong website, cach phong chéng. Thuc nghiém minh
hoa.

e Tim hidu xss radar dé do tim 16 hong XSS trong tmg dung web, cach phong chéng.
Thyc nghiém minh hoa.

e Tim hiéu tool HTML Purifier dé ngan chin tan cong XSS trén web site PHP. Thuc
nghiém minh hoa.

e Tim hiéu cong cu Havij dé khai thac 156 hong SQL. Thyc nghiém minh hoa.

e Tim hiéu cong cu SQLMap khai thac 15 héng SQL. Thyc nghiém minh hoa.

e Kbhai thac Cross-Site Scripting (XSS) va cach phong thu véi Google Gruyere.

e Cich tim 16 hong bao mat Website v6i zed attack proxy (zap) va dwa ra quy trinh bao
mat.

e Tim hiéu cong cu Cookie Cadger khai thac 16 hong CSRF. Thuc nghiém minh hoa.
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Két cau ndi dung bao céo:
B4o cdo duge viét bang TIENG ANH bao gom nhitng van dé dugc trinh bay theo trinh

tu sau:
(1)
)
©)
(4)
(5)
(6)
(7)
(8)

Trang bia (Theo mau)

Trang “Nhan xét ctia giang vién huéng dan”.

Muc luc

Danh muc hinh anh

Danh muc bang biéu

Phan noi dung bao cao mén hoc

Phu luc (néu co)

Tai li¢u tham khao (Danh muc céc loai tai liéu tham khao, bao gém: cac loai

tai li€u, gido trinh, bai giang hodc tai li¢u tham khao tir mang Internet sinh vién phai

chi rd ngudn goc cua tai liéu da suu tam)

Huéng din sinh vién trinh bay:

1. Quy dinh dinh dang trang

Kho trang: A4;

Canh 18 trai: 3,5 cm; Canh 1& phai, dau trang va cudi trang 2 cm;
Font chii: Time New Roman, ¢& chir 13;

Céach dong: Line Space: 1.2 -1.5;

Céc doan vin cach nhau 1 dau Enter.

2. Panh sb trang

= T “Mo dau” dén phan “Tai liéu tham khao” danh theo s6 (1,2,3...), canh giita

& dau trang.

= Panh so6 cac dé muc

3. Panh theo sd tht tu cua chuong va sb tht tu ctia d& muc cép trén:
Chuong 1. TIEU DE CAP 1 (SIZE 14 chit in hoa)
1.1 Tiéu dé cap 2 size 14 nhu van ban binh thuong nhung in dam

1.1.1 Tiéu dé cap 3 size 14 nhu van ban nhung in ddm va nghiéng

CHUONG 1...............
11.......
L11l.........
12,
1.2, ...
CHUONG 2...........
201
211,

212 ...

4. Panh s bang, do thi, hinh, so d6
Moi loai cong cu minh hoa (bang, dd thi, hinh, so dé.. .) dugc dat tén va danh s6 thur tu

trong mdi chuong cé sir dung bang, d6 thi, hinh, so d6 ... dé minh hoa. S6 dau 1a sb
chuong, sau d6 14 s6 thir tu ctia cong cu minh hoa trong chuong do.



Vi du:
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Bing 2.6. Qui md va co cau khach dén Viét Nam phin theo phwong tién

2000 2002 2005 2007
Ty Ty Ty Ty
Ngan | trong | Ngan | trong | Ngan | trong | Ngan | trong
lrot (%) luot (%) luot (%) luot (%)
Duong khéng | 1113,1 | 52,0 1540,3 | 58,6 23352 67,2] 32619 | 782

5. Hudng dan trich dan tai liéu tham khao

Trich dan tryc tiép

Ghi tén tac gia va nam xuat ban trudc doan trich dan: Ong A (1992) cho rang:
“Tb chirc, str dung ngudn nhan lyc c¢6 hiéu qua”

Néu nhiéu tac gia: Ong A, ba B (1992) cho riang: “Thuc hién cai cach nén hanh
chinh nha nu¢c”

Trich dan tryc tiép tir bdo cdo, sach... khong co tac gia cu thé: “Du lich 1a
nganh cong nghiép khong khoi” (Téng quan du lich, 2000, nha xuat ban, trang)

Trich dan gian tiép

= Tom tit, dién giai noi dung trich dan trude, sau d6 ghi tén tic gia va nim xuét

ban trong ngodc don.

Vi du: “Thuec hién cdi cach nén hanh chinh nha nuée” (Nguyén Vin A, 2000)

= Hoic néu nhiéu tac gia thi xép theo thir ty ABC

Vi du: “Du lich la nganh céng nghiép khéng khéi” (Nguyén Vin A, Tran Thi

B, Ton Thi F, 2002)

6. TAI LIEU THAM KHAO
= Trinh L& A va Giang Xuan H (2003), “Tiép can loai hinh du lich thé thao —

mao hiém”, Tap chi Du lich Vi¢t Nam, $6 5.

Tiéu chi chAim diém va thang diém (Rubric):

Rubric 3: Team Assignment (60%)

Criteria Weight Exellent Good Average Fail
(%) 100% 75% 50% < 50%
Description of the The project The project
project description The project descr_lptlon
should be L . is
description is | The project ..
comprehens : . misguided
) : comprehensiv | description .
ive, concise, S but is brief and and fails to
20/90% | clear, and . demonstrate
. presented in a lacks
practical, . . the
! slightly sufficient .
reflecting objective of
: verbose content i
the business researching
: manner :
requirement business
s effectively data
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Theoretical Comprehens | Theoretical | Theoretical
foundation ive and foundation foundation Flawed
20/90% clear lacks 1-2 lacks 3-5 theoretical
theoretical | functionalitie | functionaliti | foundation
foundation S es
i 0, 0,
Practical results 30/90% 100% 75% correct | 50% correct <50%
correct correct
Presentation Speak Unclear
skills P Speak speech, lack Speak
clearly,
. clearly, of softly, lack
confidently, ; . ;
. confidently, | confidence, | confidence,
10/90% | persuasively L
and engage | and limited | and do not
, and engage . . . .
. with the interaction | engage with
with the . . .
. audience with the | the audience
audience .
audience
i 0, 0,
guestlon & 10/90% 100% 75% correct | 50% correct <S0%
nswer correct correct
i 0, 0,
Formating of the 10/90% 100% 75% correct | 50% correct <50%
report document correct correct
Ontime Submit the
10% Submit the project by the deadline project after
the deadline
Personal Personal | 100% 75% 500% <50%
coeffici | completed completed completed | completed
ent work work work work
100%

Ngay bién soan: 02/10/2023
Giang vién bién soan dé thi: Ths. Ngdé Qudc Huy

Ngay kiém duyét:14/10/2023
Truwéng (Pho) Khoa/Bd mén kiém duyét dé thi: TS. Bui Minh Phung



