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In this paper, we present a simple and novel approach for steganography through transliteration. A pho-
netic keyboard layout is very popular for writing languages having non-roman alphabets. Bengali, a lan-
guage spoken by 230 million people, is a fair example and in this work we utilize Bengali digital text for
data hiding by the proposed technique. For several characters in the Bengali alphabet, there are multiple
options to represent a character in it’s equivalent roman form using a phonetic keyboard layout. The main
idea of the proposed method is to exploit this special feature of Bengali phonetic keyboard layouts to hide
secret information in form of bits. One of these options can be used to represent the bit ‘0’ and the other
option can represent the bit ‘1’ in a document without any risk of understanding by any intermediate
user. The results show that the proposed method is very prominent to be a successful steganography
technique. Steganalysis results show that the capacity of the method is 1.2%, which is adequate for a text
steganography system with very low risk of machine detection. This method can be easily adapted and
applied for any other language having non-roman alphabet.
� 2018 The Author. Production and hosting by Elsevier B.V. on behalf of King Saud University. This is an
open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction Steganography is the art of hiding information in seemingly
Steganography can be defined as a method of hiding secret data
within a cover media so that other individuals fail to realize the
existence of the secret data. In other words, steganography is the
science of hiding information. It is often confused with cryptogra-
phy as both are used to protect confidential information. The differ-
ence between the two is in the appearance of the processed output;
the output of steganography operation is not obviously visible but
in cryptography the output is twisted so that it can draw attention.
If a nefarious government or Internet service provider (ISP) is look-
ing for encrypted messages, they can easily find them. Whereas the
goal of cryptography is to make data unreadable by a third party,
the goal of steganography is to hide the data from a third party. Ste-
ganalysis is the process to detect the presence of steganography.
The key terminologies in the context of steganography are:
plaintext is the original secret message that needs to be communi-
cated; covertext is the larger and harmless looking data which is
used as container for the plaintext; and the stego text is the data
generated after embedding the plaintext into the covertext.
harmless carriers without drawing suspicion to the transmission
of a hidden message. On the other hand, the art of discovering
and rendering such harmless covert messages of hidden informa-
tion is known as steganalysis. The primary goal of steganalysis is
the identification of the existence of a hidden message, and then
the identification of hot-spots to look for hidden information
(Johnson et al., 2001).

The basic features expected from a steganography method are
high embedding capacity, invisibility or perceptual transparency,
undetectability, robustness (i.e. the ability of the algorithm to
retain the data embedded in the cover), tamper resistance (the
capability to prevent modification or deletion or embedding a dif-
ferent message), and the independence of the original cover
(Salomon, 2003). Off course, some of these requirements conflict
and thus, any specific algorithm can satisfy only one or two of
them. More specifically, embedding capacity, robustness, and
undetectability are mutually conflicting and cannot all be achieved
by one algorithm.

Image, audio and video are some popular media for steganogra-
phy. On the other hand, text is ideal for steganography due to its
ubiquity and smaller size compared to these media. However, text
communication channels do not necessarily provide sufficient
redundancy for covert communication. Bengali is a native language
to Bangladesh, the Indian state of West Bengal, and parts of the
Indian states of Tripura and Assam. It is written with the Bengali
script. With nearly 230 million total speakers, Bengali is ranked
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as the sixth spoken language in number of speakers in the world.
Location of Bengali in Unicode is 0980 09FF.

A keyboard layout is any specific mechanical, visual, or func-
tional arrangement of the keys, legends, or key-meaning associa-
tions (respectively) of a computer, typewriter, or other
typographic keyboard. A phonetic keyboard layout, or phonetic
keyboard for short, is a setup where the letters of one language cor-
respond to the keys in the keyboard layout for another language. It
assumes one-to-one correspondence between letters in the lan-
guages, often based on their sound. This process is generally called
transliteration and the converted text is called the transliterated
text. The transliteration should be reversible, i.e. able to automatic
and unambiguously recreate the original. As the languages of the
world are dominated by roman alphabets, the most commonly
used transliteration is to roman.

Like other non-roman languages, Bengali input methods can be
grouped into fixed layouts and phonetic layouts. Beside many on-
line Bengali phonetic keyboard tools, there are a number of very
desktop applications such as Avro, Onkur, Ekushey Phonetic, Ben-
gali Transliteration by Google, Bengali Transliteration by Microsoft,
and Akkhor. Due to the recent surge in social networks through
smart mobile phones among the mass, some mobile applications
such as Ridmik and Mayabi achieved huge popularity. Table 1
shows the list of Bengali alphabets, and the corresponding roman
form(s) used by Avro phonetic keyboard (OmicronLab, 2017). Addi-
tionally, a statistics of the percent usage (Sattar et al., 2004) of the
Bengali alphabet is included.

From Table 1, we immediately observe that some Bengali char-
acters can be represented in two ways. One of the option can be
used to represent the binary bit 0 and the alternative option can
represent bit 1. For instance, ক can be represented as ‘k’ or ‘q’ rep-
resenting bit 0 and 1 respectively. Alternatively, ‘k’ or ‘q’ can repre-
sent bit 1 and 0 respectively. However, if we consider case
insensitivity of the roman representation of a number of Bengali
characters, Table 1 can be extended to include a lot of possible
options for other characters too. This expansion is presented in
Table 2.

After the introduction of Unicode as well as some phonetic Ben-
gali typewriting software, Bengali computing has raised to a peak.
It is reflected in the number of Bengali web pages in the Internet.
Similarly more Bengali documents are used in offices and organiza-
tions than ever. This vast amount of Bengali documents may be
easily used as a covert media for the proposed steganography sys-
tem. Note that beside the standard Bengali text used in formal doc-
uments and newspapers, transliterated/romanized Bengali text is
very popular in personal and informal communications using
instant messengers and social networks (Hassan et al., 2016;
Khan, 2014).

Beside these, text steganography with a regional language have
certain other benefits. To suspect hidden information a person
must be a native or specialized user of this language and requires
specialized knowledge of Bengali Unicode. So, the proposed tech-
nique is a safer method of secret data communication over an
international network like the Internet.

It is important to mention that the whole encoding and decod-
ing process is done by a software system at the two communica-
tion ends. So there is no scope of introduction of any kind of bit
errors due to the steganography process except those bit errors
introduced by the underlying communication system and the
hardware. However, it is possible for an unintended user to eaves-
drop and hack to change randomly some of the special characters
of the stego text containing the secret bits and corrupt the hidden
secret information. Integration of a simple and conventional error
detection method such as the checksum can ensure the correctness
of the decoded secret data with high probability. Generally, this
issue is more related to network security, compared to steganogra-
phy and out of the current scope of discussion.

One additional and interesting point is that roman representa-
tion of the Bengali text takes less disk space due to the fact that
the size of the ASCII roman characters is 1 byte, where the Bengali
Unicode characters require 1–4 bytes, as specified in the UTF-8
standard for Unicode. Thus, using probability theory, the compres-
sion ration is (4 + 3+2 + 1)/4 = 2.5 and using 200 Bengali text of
varying size in the range 8 kilo bytes to 100 kilo bytes we found
the average reduction is 2.41. For example, the size of stego text
in Appendix is 3.4 kilo byte while the source Bengali text size is
8 kilo byte. Simplifying this we can say that at least half of the
required memory or disk space can be saved by using translitera-
tion of Bengali text instead of the original Unicode based Bengali
text. Taking this into account, we assume that the size of the resul-
tant stego text is half of the original Bengali text in the later
discussion.

Support Vector Machine (SVM) is a supervised learning method
primarily used for discriminative classification (Cortes and Vapnik,
1995). It learns from the given labeled training data and outputs an
optimal hyperplane which categorizes new examples. However,
evaluation and optimization of an SVM model is a challenging
problem. Classification Accuracy, Precision and Probability of
Detection, Confusion Matrix, etc are used for SVM evaluation,
which are greatly affected by imbalanced samples distribution or
misclassification cost (Tian et al., 2011). A receiver operating char-
acteristic (ROC) curve is an alternative classification performance
metric that overcomes the above issues. In a two-dimensional
graph, it plots the number of true positives on the y-axis against
the number of false positives on the x-axis, over the range of pos-
sible threshold values. The area under the curve (AUC), a quantita-
tive representation, is equal to the probability that a classifier will
rank a randomly chosen ‘‘true” instance higher than a randomly
chosen ‘‘false” one (Fawcett, 2006). Accuracy, the proportion of
the total number of predictions that were correct to the total num-
ber of data points, is an alternative and effective performance met-
ric for a SVM binary classifier.
2. Related work

Text steganography can be broadly classified into three types:
format-based, random and statistical generations, and linguistic
method. Format-based methods use and change the formatting of
the cover-text to hide data. They do not change any word or sen-
tence, so it does not harm the ‘value’ of the cover text. Random
and statistical generation methods are used to generate cover text
automatically according to the statistical properties of language.
These methods use example grammars to produce cover text in a
certain natural language. The linguistic method considers the lin-
guistic properties of the text to modify it. The method uses linguis-
tic structure of the message as a place to hide information.
Following is a list of some major works that have been carried
out on hiding information or text steganography. Appropriate
available steganalysis methods are included as well.
2.1. Using specific characters in a text

This is an analytical, complicated and time consuming method.
Some specific characters from certain words are selected (Morkel
et al., 2005). For example, the first words of each paragraph are
selected in a manner that by placing the last characters of the
selected words side by side forms the secret information. A detec-
tion method based on the distribution of first letters of words is
discussed in Sui et al. (2006).



Table 1
List of Bengali characters and the roman equivalent form and alternatives along with
the usage statistics.

অ
আ
ই
ঈ
উ
ঊ
ঋ
এ
ঐ
ও
ঔ
ক
খ
গ
ঘ
ঙ
চ
ছ
জ
ঝ
ঞ
ট
ঠ
ড
ঢ
ণ
ত
থ
দ
ধ
ন
প
ফ
ব
ভ
ম
য
র
ল
শ
ষ

350 M. Khairullah / Journal of King Saud University – Computer and Information Sciences 31 (2019) 348–366
2.2. Shifting methods

In printed document the lines of the text are vertically shifted to
some degrees to hide secret data (Low et al., 1995; Alattar and
Alattar, 2004). In a similar approach, information is hidden in the
text by shifting words horizontally and by changing distance
between words (Low et al., 1995; Kim et al., 2003). This method
is acceptable for texts where the distance between words is vary-
ing. This method can be identified less, because change of distance
between words to fill a line is quite common. If the text is retyped
or if character recognition programs (OCR) are used, the hidden
information would get destroyed. Steganalysis for word-shifting
method is discussed in Li et al. (2008).
2.3. Exploiting punctuation signs

Appropriate placement of some punctuation signs such as full
stop (.) and comma (,) can hide information in a text file (Morkel
et al., 2005). This method requires identifying proper places for
putting punctuation signs.
2.4. Using alternative words

By using the synonym of words for certain words one can hide
information in the text (Alattar and Alattar, 2004; Niimi et al.,
2003). A major advantage of this method is the protection of infor-
mation in case of retyping or using OCR programs. However, this
method may alter the meaning of the text sometimes. Similarly,
by using abbreviations some information can be hidden, though
with very less capacity (Morkel et al., 2005). For example, only a
few bits can be hidden in a file of several kilobytes. The statistical
method (Yu et al., 2009) using context information can detect this
type of steganography with a very high success rate.
2.5. Feature coding method

Some of the features of the text can be altered to hide some infor-
mation (Rabah, 2004). For example, the end part of some characters
such as h, d, b or so on, is elongated or shortened a little thereby hid-
ing information in the text. Retyping the text or using OCR program
destroys thehidden information.Additionally, data canbehiddenby
displacing letter points and diacritics. Arabic, Persian andUrdu texts
are used for this technique (Shirali-Shahreza and Shirali-Shahreza,
2006; Memon et al., 2005; Aabed et al., 2007; Gutub et al., 2008).
One of the characteristics of these languages is plenty of points in
its letter. One point letters are used to hide the information by shift-
ing position of point a little bit vertically high with respect to the
standard point position in the text. The same technique is applied
for the vowel signs to hide information.
2.6. White space strategy

We can add some extra white spaces in the text (Morkel et al.,
2005; Huang and Yan, 2001) to hide some information. These
white spaces can be placed at the end of each line, at the end of
each paragraph or between the words. However, some text editor
programs automatically delete extra white spaces and thus destroy
the hidden information. In Rose et al. (2014) a text ‘visualization’
method can easily detect the stego text produced by this
technique.



Table 2
Extended list of Bengali characters with the equivalent roman representations.

অ
আ
ই
ঈ
উ
ঊ
ঋ
এ
ঐ
ও
ঔ
ক
খ
গ
ঘ
ঙ
চ
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2.7. By extension letter

Text steganography is applied on Arabic text Gutub and Fattani
(2007) for this algorithm. Arabic language has a special extension
character, which can be arbitrarily inserted between characters
for formatting purposes.

2.8. Through office suite documents

In the proposed technique in Khairullah (2009) three bytes of
secret information can be hidden as RGB color values of each invis-
ible character such as the space, the tab and the new line charac-
ters in an MS Word document. A novel technique presented in
Mahato et al. (2017) utilizes the track changes feature of Microsoft
Word for hiding the secret message. In Kumar et al. (2016) secret
data bits are hidden in Microsoft Word document by changing
the font type and font style of white space characters without rais-
ing suspicion by the user. Various techniques of steganography in
MS Excel documents and relative benefits have been discussed in
Bin et al. (2011), Tiwari and Sahoo (2011). For example, the text
direction in a cell can slightly be rotated based on the intended bits
to hide.
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2.9. Utilizing place value in decimal numbers

In this method, data is hidden in a cricket match scorecard by
adding a meaningless zero before a number to represent bit 1
and leaving the number as it is, to represent bit 0 (Khairullah,
2011). Financial documents, e.g. a balance sheet, can be also
exploited in a similar way to utilize for steganography
(Khairullah, 2014).

2.10. Through computing technologies

Some markup language feature can be used to hide information
(Bennett, 2004). For instance, case insensitivity of HTML tags can
be exploited. For example, the tag <BR> can be also used as <Br>
and <br>. As a result one can do text steganography in HTML docu-
ments by changing the small or large case of letters in document
tags. In some cases the positions of tags are also used. For example
<B><U> </B></U> may represent bit 0 and the alternative <U><B>
</U></B> can represent bit 1. Information can be extracted by com-
paring the tags positions. A corresponding detection method is pre-
sented in Huang et al. (2009). A CSS (Cascading style sheet) based
steganography is discussed in Kabetta and Dwiandiyanta (2011).
This technique encrypts a message using RSA public key crypto-
system and cipher text is then embedded in a Cascading Style Sheet
(CSS)byusingEndof LineoneachCSS styleproperties, exactly after a
semicolon. A space after a semicolon embeds bit 0 and a tab after a
semicolon embeds bit 1. The proposed method in Bassil (2012)
encodes input text messages into SQL carriers made up of SELECT
queries. In effect, the output SQL carrier is dynamically generated
out of the input message using a dictionary of words implemented
as a hash table and organized into 65 categories, each of which rep-
resents a particular character in the language. Under some assump-
tions from the perspective of information theory and practice, a text
steganography framework based on searching a webpage has been
proposed in Shi et al. (2016).

2.11. Compression algorithm methods

In Satir and Isik (2012) the LZW compression algorithm is used
to hide secret information. This method hides the secret data into
the email addresses which are listed in the ‘Cc’ field. For each char-
acter in the secret message a relative ‘distance’ of the same charac-
ter in a text is calculated, thus a ‘distance vector’ is derived for the
secret message and a ‘distance matrix’ is generated for each of the
text of a text-base. The optimal text which gives the highest
repeatability of the distance values is ultimately chosen from the
text-base as a cover text as well as the stego key. The LZW code
is calculated for this optimal distance matrix and resulting bits
are concatenated and divided into blocks of 12 bits with partition
of 9 and 3 bits. These partitions are used to select the user-name
and the domain-name from some available options to form a valid
email address. Although the algorithm is complicated due to large
number of components, the capacity is up to 7%. Similar methods
based on Huffman compression is presented in Satir and Isik
(2014), Malik et al. (2017), Rahman et al. (2017). A simplified
extension is presented in Malik et al. (2017) that directly applies
the LZW algorithm on the secret message and the obtained bit
stream is hidden into email addresses and also in the message of
the email, that rises the capacity up to 14%. Colors are used to hide
secret bits in the email text following some color coding, which is a
primary disadvantage.

2.12. Using mathematical tools

The well variety of the list even includes some mathematical
theorems and formulas to hide information in text. A PDF file based
steganography is presented in Ekodeck and Ndoundam (2016),
which applies the Chinese Remainder Theorem to generate the
stego text. The fact that the non-breaking space character (i.e. ASCII
code A0) becomes invisible to common PDF readers is utilized to
hide secret data at between-word or between-character locations
in a PDF file. The disadvantage of the increase in the resulting
PDF file size is mitigated through the Chinese Remainder Theorem,
which adds some randomness as well. The fundamental idea of the
theorem is to reduce modular calculations with large moduli to
similar calculations for each of the (mutually co-prime) factors of
the modulus. This concept is imported in the method to reduce
number of A0s to be inserted. The authors in Mandal et al.
(2014) propose a new kind of number system for text steganogra-
phy through a directed weighted graph cover media. Each charac-
ter in the secret data is converted to a 2D coordinate value and is
presented as a node at that coordinate in planar graph. The charac-
ter sequence in the secret message is guaranteed by using smaller
edge weights between the character pairs. Recently, a method
based on Markov chains of different orders is proposed
(Shniperov and Nikitina, 2016). The basic idea of the method is
generation of stego text on the basis of a Markov chain, pre-
constructed using a text pattern which is composed in a natural
language. The generated stego text normally reflects a common
meaning, at the same time each of its sentences will quite reliably
repeat syntactically and grammatically some blocks of the text pat-
tern. The claimed capacity is up to 9%. A new key-based model of
text steganography is proposed in Acharjee et al. (2016) that uses
the XOR operation on the start and end letter of words of the cover.
Based on this result and the bit to be hidden a key is stored in a key
file which along with the cover file is sent to the receiver.
2.13. Using machine generated Chinese text

Anovel text steganographymethod is proposed in LuoandHuang
(2017) which uses Recurrent Neural Networks (RNN) Encoder-
Decoder structure to generate a certain genre of Chinese poetry.
The proposedmethod ensures high capacity as well as better poetry
quality. A similar work is presented in Liu et al. (2016) which gener-
ates song poetry that is utilized in secret data hiding. The basic idea
is to generate a large amount of redundancy which makes enough
space for hiding a large amount of data, for example the capacity
of the two methods is 35% and 27% respectively. The proposed
method in Qi andGuo (2015) generates a text carrier fromamassive
targeted corpus through natural language processing technology.
Additionally, a repository of the right words and the wrong words
is built and the secret message is embedded through substitution
of error words for candidate correct words after word segmentation
of the text carrier. Thepairs of errorword and correctword is located
using the Chinese text automatic proofread technology to extract
the embedded secret message in the receiver.
3. Steganography in Bengali

Most of the techniques described above are applicable for Ben-
gali text also along with their inherent advantages and disadvan-
tages. Methods in Sections 2.1,2.2,2.3,2.4,2.5,2.6,2.7,2.8,2.9 can be
easily implemented for steganography in Bengali with a little mod-
ification or no modification at all.

A feature coding based approach is implemented to hide secret
message in the text by shifting the specific ‘matra’ towards left, by
shifting the points of some characters and by shifting the character
‘ref’ respectively (Changder and Debnath, 2009). A new linguistic
approach for steganography through Indian languages such as Ben-
gali by considering the flexible grammar structure of the languages
is presented in Changder et al. (2010). In this work, the bits of the
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Table 3
List of Bengali characters which can be written with different roman character(s).

ঈ
উ
ক
খ
ফ
ভ
শ
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binary stream are encoded to some part-of-speech and create
meaningful sentences starting with a suitable word belonging to
the mapped part-of-speech. A quantum approach based text
steganography technique has been proposed with the help of Ben-
gali language (Banerjee et al., 2012). This approach uses two speci-
fic characters and two special characters like inverted commas
(opening and closing) in Bengali language and the mapping tech-
nique of quantum gate truth table. Another text steganography
technique has been proposed considering the structure of Bengali
alphabet, which hides secret message through changing the pat-
tern of Bengali alphabet letters (Bhattacharyya et al., 2011). Con-
sidering the availability of more characters and flexible grammar
structure of Indian Languages including Bengali, another steganog-
raphy method hides the secret message in the text by creating
meaningful sentences after finding the longest common sub-
sequence of two binary string among which one is the secret mes-
sage and another may be any binary string (Changder et al., 2010).

The proposed method in Khairullah (2018) utilizes the compos-
ite form of certain Bengali characters in Unicode to hide bits of a
secret code. These characters defined in Unicode also have com-
posite forms, which means those can be written using two differ-
ent codes in Unicode. In other words, these characters have a
single form as well as a composite form. For example, the Bengali
diacritic can be written using either Unicode 09CB or as the
combination of Unicode 09C7 and 09BE, i.e. . One of these
two forms can be used to represent the bit 0 and the other form can
represent the bit 1. A similar method is presented in Xinmei et al.
(2010) that hides secret data in Chinese text.

As with other languages Bengali language is rich with large set
of synonyms. Flower can be represented by at least 4 Bengali words

and sun can be translated to the distinct

words So a

synonym based text steganography system in Bengali has high
capacity. Additionally, the language has a large number of syn-
onyms due to the inheritance from Sanskrit. The words (orig-
inally Sanskrit) and (in pure Bengali) represent the word
moon. Another source of availability of large number of synonyms
are the Shadhu form and the Cholito form of the verbs in Bengali,
though mixing of both the forms in the same document or speech
is highly discouraged. For example, and are the two
forms to mean the finished work of eating in the first person.

Bengali speaking people use abbreviated forms of some
commonly used word combinations in their daily lives and
particularly in office environments.

are a
few examples of common abbreviations in Bengali. This indicates
that the abbreviation based Bengali text steganography will be also
strong.

By displacing letter points in the characters and and
the diacritics and (for example in the conjuncts
and ) we can implement a powerful Bengali text steganography
system.

4. The proposed technique

Based on the discussion in Section 1, a novel text steganography
method that utilizes the transliteration of Bengali text can be
implemented in following two ways.

4.1. Based on different roman representation

A very simple approach of hiding binary bits is to exploit the
basic alternative roman forms in Table 1. A code-map table can
be constructed to map the special Bengali characters to a desired
roman representation. Table 3 is such an example. Note that the
roman representations can be permuted to represent different bits.
For instance, in the 3rd row of Table 3, the two options for ক can be
swapped, e.g. ‘q’ for bit 0 and ‘k’ for bit 1. Hence, this table can be
constructed in 27 or 128 ways.

For example, the Bengali text is

represented as ‘‘aj zemon q‘ore gaiche akaS” to hide the 3-bit
stream ‘‘101”. In the transliterated text, the roman character repre-
senting bit 1 is italicized and the character representing bit 0 is
underlined for easy understanding of the reader.

The capacity of the proposed method is quite low. Based on the
statistics of usage in Table 1, the characters in Table 3 is used
around 9% in a Bengali text. So, we can assume that in every
4000 characters we are able to hide 360 bits. More precisely, 45
bytes of secret information can be hidden in a 8 Kbyte document.
On an average, a standard and average Bengali news paper article’s
size is around 8 KBytes and a password or a pin number or a short
secret message requires less than the mentioned 45 bytes.

4.2. Based on case insensitivity

4.2.1. Using Bengali text as input
Based on the case insensitivity, Table 2 can be exploited to dra-

matically extend the capability of data hiding method. An example
is provided in Table 4, which can be constructed in 237 ways. Notice
that all available roman alternatives for a Bengali characters is not
used as the usable number of options is power of 2.

For example, the Bengali text is

represented as ‘‘aJ zemon q‘ore gaiChe akaS” to hide the 18-bit
stream ‘‘10 101 100 10100 00011”. For the convenience of the
reader the roman characters in the transliterated roman text are
formatted according to the following bit representations: bit 1 ita-
lic, bit 0 underline, bit pair 10 bold, and the bit pair 00 italic and
underline together.

On contrary to the low capability of the method using different
roman representation, the capacity of the method that utilizes case
insensitivities is high. According to Table 1, the Bengali characters
applicable for multiple roman representation (see Table 4) are used
almost 63% in Bengali text. Thus, a 8 KB Bengali document having
4000 characters can hide 2520 bits (315 bytes). Notice that this
capability is almost double of the standard SMS length limit, which
is 160 bytes. This is clearly observed in the above example. The
same amount of stego text now can hide 18 bits, which is only 3
bits for the method based on different roman representation.

4.2.2. Using the roman representation as input
By a close observation of Table 4 we find that the characters

‘‘abcefhjklmpqvyz” from the roman alphabet are case insensitive
for transliteration and they can be directly utilized in translitera-
tion. The corresponding code-map table can be formed in 215 or
32,768 ways. As the encoding and decoding step will be character



Table 4
List of Bengali characters which can be used to represent binary bits by using alternative forms in a phonetic
keyboard layout. Bit combinations are in the parenthesis.

আ
ঈ
উ
এ
ক
খ
গ
ঘ
চ
ছ
জ
ঝ
ঠ
ঢ
থ
ধ
প
ফ
ব
ভ
ম
য
ল
শ
ষ
হ
ঢ়
য়
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by character, this approach is very simple to implement and under-
stand. This approach is particularly useful if the available input text
is already transliterated.

For example, the equivalent transliterated text ‘‘aj zemon ko‘re

gaiche akash” is converted to ‘‘Aj ZeMon K‘ore gaiChE akAsH to hide
the 15-bit stream ‘‘10101100 1010000”. Here, the characters hid-
ing bit 1 are italicized and the characters hiding bit 0 are under-
lined for the convenience of the reader. Notice that, now the
each character hides maximum of one bit. For example, the roman
characters ‘q’ and ‘k’ now hides one bit instead of two bits, and ‘g’
hides nothing, which is a contrary to the last method.

Table 6 summarizes the usage statistics of the roman characters
to represent Bengali text. This statistics is derived from the usage
statistics of the Bengali characters presented in Table 1. The usage
percentage of each roman character is calculated by summing up
the percent usage of the Bengali characters which utilize this.
For example, the usage of ‘b’ is 4.25% as it is used to represent
both ব and ভ which are used 3.81% and 0.44% respectively in
Bengali text according to Table 1.

According to Table 6, these roman characters are used almost
60% in transliteration of Bengali text. Thus, in 4000 chars 2400 bits
(300 bytes) can be hidden in a 8 KB Bengali document. Again, this
capability is almost double of the standard SMS length limit. Here,
the same amount of stego text now can hide 15 bits, which is 18
bits for the previous method and only 3 bits for the method based
on different roman representation.

As the two techniques utilizing the case insensitivity (see Sec-
tion 4.2) have a significantly higher capacity, we consider these
two methods in the proposed steganography technique. As the
generated stego text by the two methods slightly differ, we pro-
pose to combine both methods in our steganography method and
it dynamically chooses the method to use based on the version
of the input text or by an agreement between the sender and the
receiver or by a fixed protocol.

Let we have some secret information to hide in the document.
We have to convert the secret information to its equivalent secret
bit stream consisting of only 0 and 1. Let the selected method of
steganography is by using the original Bengali text. We start by
looking for an occurrence of the special characters included in
the Table 4 (for example আ Unicode U + 0986) in the document.
As this has the capacity of hiding 1 bit, we take the first bit of
the bit stream. If the bit is 1 we will use the option 1 of the corre-
sponding roman character (for example ‘a’) in the output text and
option 2 (for example ‘A’) otherwise. On the other hand, if the
found special character has higher capacity (for example ক Uni-
code U + 0995), we take multiple bits from the bit stream and
use option 1 (for example ‘k’) for bits 00 or option 2 (for example
‘K’) for bits 01 or option 3 (for example ‘q’) for bits 10 or option
4 (for example ‘Q’) for bits 11. On the other hand, if the selected
method for steganography is by using the transliterated text, i.e.
roman text; we incrementally find the presence of any special
character in Table 5. We take the next bit from the bit stream
and select the corresponding form of the special character based
on the bit. The selected form is appended with the output stego
text and the search for the next special character in the input text
continues and all other steps are repeated.

In the receiver side we do the reverse to decode the original text
and of course, to generate the secret message bits. Let the selected
method of steganography is by using the original Bengali text. We
look for an occurrence of the roman representation of any special
characters in the Table 4 (for example ‘a’ or ‘A’) in the document. This
has the capacity of hiding 1 bit and we put আ in the output text and
place bit 0 on the output bit stream if the character is ‘a’ or place 1 if
the character is ‘A’. On the other hand, if the found special character
has higher capacity (for example ‘k’ or ‘K’ or ‘q’ or ‘Q’), the corre-
sponding character in the code-map is appended with the output
text (for example ক) and the capacity amount of bits are placed on
the secret bit stream (for Example 00 for ‘k’, 01 for ‘K’, 10 for ‘q’,
and 11 for ‘Q’). On the other hand, if the selected method for
steganography is by using the transliterated text, i.e. roman text,
we incrementally find the presence of any special character in
Table 5. The corresponding bit for the special character in Table 5
is appendedwith the secret bit stream. Then the search for a special
character in the input text continues andall other steps are repeated.

These alternation of characters via transliteration are very
rarely noticeable and differentiable by any human reader. Any
unintended user can never realize and detect this alteration of
these special characters in the document. In any case, if someone
can realize the alternation, it is not simple to identify whether
the bit is 1 or 0 for an alternation as the code-map is built only
prior to a communication step and for each special character the
corresponding bit(s) change and also the form of the output char-
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acter in the stego text. For example, in roman representation of আ
in one communication (‘A’, ‘a’) may represent bits (0, 1) and in the
next they may represent (1, 0). Hence, the extraction of the secret
message is far more difficult for an unintended user. Algorithm 1
and Algorithm 2 summarizes the encoding and decoding schemes
of the proposed steganography technique.

A Java application is developed, which can switch between the
encoder and the decoder functionalities of the proposed data-
hiding scheme. The user need to choose between the two proposed
method and also a code-map out of number of possibilities. In the
encoder, a secret message is taken as an input from a text field. The
input or carrier text can be written in the text area or can be loaded
from a saved file in the disk. The output stego text is given on a
separate text area, which can also be saved to the disk. The sender
either can copy the stego text from the text area and paste it in the
desired medium of communication, for example in an e-mail, or
can directly send the saved file to the receiver. Similarly, in the
decoder the stego text can be paste on a text area or can be loaded
from a file. Fig. 1 and Fig. 2 respectively show the screen shots of
the developed encoder and decoder functionality of the
application.

For interested readers, a practical case is included in Appendix.
It includes an original Bengali text used as the input of the
steganography algorithm, the corresponding transliterated text



Table 5
An example code-map for hiding binary bits in transliterated text.

Roman Option 1 (bit 0) Option 2 (bit 1)

a a A
b b B
c C c
e e E
f f F
h H h
j J j
k K k
l l L
m M m
p p P
q q Q
v v V
y Y y
z z Z

Fig. 1. Encoder of the dat

Fig. 2. Decoder of the dat
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that hides no secret data, a secret message of 40 bytes which is
converted to it’s equivalent bit stream for steganography, the par-
ticular codemap used during this steganography, and the corre-
sponding stego text.
4.3. Steganalysis

Two basic approaches for detection of steganography are visual
attacks and statistical attacks (Westfeld and Pfitzmann, 2000). A
visual attack approach makes use of the human ability to clearly
differentiate between a normal text and some obviously uncom-
mon patterns in a text. On the other hand, statistical attacks ana-
lyze data, recognize patterns, and classify the texts using some
mathematical and statistical theories. Often, these rely on differ-
a hiding application.

a hiding application.
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ences between expected number of some event occurrences and
number of its real occurrences. As the statistical approach is basi-
cally implemented into computer software, it is more effective and
applied more frequently.

As transliteration is a method of substitution of the letters in
one language by letters in another in predictable ways, the pro-
posed technique is a substitution based steganography method.
The fact that there are fewer high-frequency words in stego texts
than in normal texts is utilized in Meng et al. (2010) to detect
translation based text steganography. A Support Vector Machine
(SVM) classifier is used to classify given texts to normal texts
and stego texts based on the frequency differences between nor-
mal texts and stego texts. The transliteration scheme can be con-
sidered as a character level translation in a narrow sense and we
can take into account the frequency of characters instead of words
for a similar steganalysis for our approach. In Zhao et al. (2009) a
steganalysis method is proposed to detect the existence of hidden
information using character substitution in mixed texts. This also
utilizes SVM as a classifier to classify the alphabet characteristic
vector inputs. It also considers that the steganographic process
alters the ratio of abnormal characters to normal characters. How-
ever, this considers only the comma (,) characters (the English ver-
sion or the Chinese version), where our approach considers the
complete set of the roman alphabet.

Linguistic steganography utilizes rules and grammars of natural
languages, while preserving the syntactic and semantic correctness
of cover texts. Due to shortcomings of computer natural language
processing capability, linguistic steganalysis is a challenging task.
Steganalysis for synonym substitution steganography methods
takes into account the synonym pair attributes and detects stego
text based on the frequency (Xiang et al., 2014) or relative fre-
quency (Chen et al., 2011). The scheme in Chen et al. (2011) intro-
duces context clusters to estimate the context fitness and show
how to use the statistics of context fitness values to distinguish
between normal texts and stego texts. Although our method uti-
lizes some features of a natural language, it should not be classified
as a linguistic approach. For example, the choice of a particular
substituting character in the stego text has no contextual side
effects, which is the case for choice of a particular substituting
word in synonym steganography. Also, as our method does not uti-
lize statistical generation, it is free of corresponding statistical
attacks as well.

Secret bits are encoded by choosing a particular character from
a number of alternatives during transliteration of a Bengali charac-
ter. Mostly, the case of the Roman characters are utilized to con-
struct the set of alternatives for a Bengali character. Hence, the
steganalysis for the proposed method should focus on the statistics
of the case of used letters in normal texts that contain no secret
data as well as stego text. It should be noted that neither semantics
nor context apply for transliteration to consider a transliterated
text to be considered more standard and subsequently a normal
text. One may expect that a normal text should be in ‘sentence
case’, i.e. the first character of a sentence is in capital and the
others in small letters. Notice that this can not be fulfilled by
transliteration procedure. However, in possible cases choosing a
capital letter for the first character of a sentence may be considered
more natural and the definition of normal text may change. Never-
theless, we consider transliteration that uses the first alternative
for each Bengali character generates the normal text.

Let nu and nl respectively represent the number of capital letters
and small letters in a transliterated text. We define the ratio of cap-
ital to small letters r, which is a length independent quantity, as

r ¼ nu

nl
: ð1Þ
In typical situations we expect 0 6 r 6 1. As the proposed method
deliberately alters the case for many characters in the transliterated
text, a primary steganalysis approach should take into account the
frequency distribution of r in normal text and in stego text. As in the
analysis methods discussed above, if the distributions of r in normal
texts and in stego texts vary significantly we can conclude that the
proposed method is detectable and undetectable otherwise. A com-
plementary approach may be to look into such statistics of each
character in the Roman alphabet. For this we compute the % occur-
rence of a character i as

occurrence ¼ ki
N
� 100%; ð2Þ

where ki is the number of occurrence of character i in a transliter-
ated text and N is the total length of that text.

Notice that the mixed use of capital and small letters is common
in transliteration (e.g. the transliterated plain text in Appendix
which contains no secret data) and also for some cases in normal
English text (e.g. the first letter of a proper noun, the first letter
of a sentence, abbreviations). Hence, the mixed use of capital and
small letters should not raise an additional suspicion of hidden
data.
5. Results and discussions

To assess the performance of the proposed method, several test
runs were performed with the developed application software.
Input texts were typed directly with the help of phonetic Bengali
typing software, as well as copied from Bengali on-line newspa-
pers. The developed applications hide and extract secret informa-
tion with 100% accuracy in all of the performed test cases. In
total 200 tests were performed.

We proposed two attack models for steganalysis of the translit-
eration based text steganography method in the previous section.
The outcomes are detailed below.
5.1. Visual attack

Output of a sample test was saved for an open survey. The par-
ticipants were requested to read the stego text and asked what
they think about the text. The survey question was intentionally
made rather subjective to extract the actual feeling and emotion
of the participants. The main goal is to analyze the possibility of
seeing or feeling anything wrong with the supplied text or docu-
ment, which is a primary sign ineffectiveness of a steganography
method. The size of the population for the survey was 28. The pop-
ulation consists of a mix of people who vary from the basic to
advanced knowledge about Unicode and phonetic keyboard, but
all with significant computer literacy. Table 7 summarizes the out-
come of the survey.

We analyzed and categorized the survey out come as the pri-
mary groups: i) whether interested in the content, ii) identification
of roman representation, iii) special attention, and iv) emotion. It is
observed that indeed the participants focused on the content of the
text (86%) and 64% only looked at the content only. Only 14% men-
tioned about the transliteration of the text. Around 21% of the par-
ticipants noticed some twisting of the text by mixing small and
capital letters, or by the vowels but did not suspect any special rea-
son for this. The expressed emotions make this evident, where they
mostly specified their disliking and annoyance to read transliter-
ated text. Only one participant specified that some sort of user
experience is being evaluated through the survey. Thus, the con-
clusion of the survey is that the generated stego text was not sus-
pected for secret message by any participant and hence, the



Table 6
The derived usage statistics of roman characters in transliterated Bengali text.

Table 7
Outcome of the user survey about a sample text with hidden information.

Participant No. Interest in the content? Identifies roman representation? Special attention Expressed emotion

1 vowels
2 Y
3 Y
4 Y Y annoying
5 vowel O
6 Y
7 Y
8 Y
9 Y Y
10 mixing small/capital letters difficulty to read
11 Y
12 Y capital letters keyboard/software issue
13 Y
14 Y
15 Y
16 Y
17 Y Y capital letters user evaluation
18 Y
19 Y
20 Y
21 Y Y dislike
22 Y
23 Y
24 Y
25 Y
26 Y
27 Y
28 emphasis on particular node

Total 86% 14% 21% 18%
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proposed method can be reliably used as a steganography
technique.

5.2. Statistical attack

We can evaluate the proposed steganography method to be
easily detectable if the statistics of capital to small letters in stego
texts differs significantly from that of normal texts. Otherwise, we
can grant the steganography to be undetectable.100 Bengali texts
of size around 8 Kilo Bytes are used for experiments. These texts
are from a Bengali corpus dataset (http://scdnlab.com/corpus)
and covers the full range of types, namely accident, art, crime, eco-
nomics, education, entertainment, environment, international affairs,
opinions, politics, science and technology, and sports.

http://scdnlab.com/corpus
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5.2.1. Distribution of capital to small letter ratio
Fig. 3 presents the capital to small letter ratio of normal text

(hiding no secret data) and for stego text hiding different amount
of secret data. Notice that although the capital to small letter ratio
fluctuates in different texts, the distribution is quite uniform. The
solid lines are for stego text by method 1 and the dashed lines
for stego text by method 2. Notice that method 1 has slightly lower
capital to small letter ratio. This can be attributed to the fact that
method 1 additionally use different Roman character alternatives
other than swapping the case of a character. It is evident that the
ratio in stego text hiding 80 bytes or 160 bytes is very much higher
than that in normal texts and we may consider the method unsuit-
able with so high capacity. Of course, this may be considered
apparently safe for lower capacity (e.g. 40 bytes) as we observe
considerable overlap of the distribution with that of the normal
text.

Now let us consider the distribution of the capital to small letter
ratio among the 100 texts. Fig. 4 demonstrates the probability dis-
tribution function derived using Gaussian kernel density estima-
tion, which are alternatives to histograms that have
disadvantages such as the non-smoothness, dependence on the
width of the bins as well as the end points of the bins
(Silverman, 1986). Again, the solid lines are for stego text by
method 1 and the dashed lines are for stego text by method 2.
The same observations as in Fig. 3 stated in the previous paragraph
also apply here. It indicates that the stego text hiding 80 bytes or
Fig. 3. Capital to small letter ratio in different transliterated text with varying data
hiding capacity.

Fig. 4. Distribution of capital to small letter ratio in different transliterated text
with varying data hiding capacity.
160 bytes can be easily detected and lower capacity data hiding
may be considered safe due to the considerable overlap of the
distributions.
5.2.2. SVM classification
A support vector machine (SVM) implemented in Chang and Lin

(2011) is used to classify a set of transliterated text consisting of
normal text and stego text. The training set consists of 40 normal
text and 40 stego text with varying amount of hidden data. Specif-
ically, steganography with hiding capacity 20, 30, 40, 50, 60, 70, 80,
and 90 bytes were performed and 5 stego text from each group was
taken in the training set. The remaining 20 texts were used for test-
ing. To apply SVM, either no data was hidden (normal text) or some
bytes were hidden (stego text) in these texts.

The capital to small letter ratio r (see (1)) is used as a scalar
training vector. ROC curves in Fig. 5 demonstrates the capability
of the SVM to detect the steganography. We observe that hiding
20 bytes is almost unlikely to be detected and the performance
of the SVM is almost equal to a random classifier. On the other
hand, hiding 70 bytes or more is instantaneously detected by the
SVM. Up to 40 bytes the accuracy of the SVM is below 70% which
is considered as a poor performance for a classifier and we can con-
sider that our steganography has low risk to be detected. Note that
this also agrees with the findings of distribution analysis.

The character occurrence (see (2)) is used as a multi-
dimensional training vector. The dimension is 52, i.e. 26 for lower
letters and 26 for capital letters. ROC curves in Fig. 6 presents the
Fig. 5. ROC of the SVM classifier considering capital to small letter ratio in
transliteration, hiding different number of secret bytes. The dotted line indicates a
purely random classification.

Fig. 6. ROC of the SVM classifier considering the occurrence of each letter in
transliteration, hiding different number of secret bytes. The dotted line indicates a
purely random classification.



Fig. 7. Accuracy of the SVM classifier considering the occurrence of each individual letter in transliteration, hiding different number of secret bytes. A 50% accuracy indicates a
purely random classification.
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capability of the SVM to detect the steganography. We have exactly
the same observations as for the SVM using the capital to small let-
ter ratio. Thus the steganalysis using more information with finer
features does not enhance the SVM capability in this context.

Considering each individual roman character does not help an
SVM in detecting the presence of hidden data in the stego text
when the amount of hidden data is 40 bytes in a 4 KB text, which
is evident through the accuracy bars in Fig. 7. SVM classification
was used for each roman character and the occurrence of each
character was used as a scalar training vector. Note that the max-
imum accuracy for 40 bytes hidden data is around 75% while with
80 bytes this reaches 100%.

Fig. 8 compares the capital to small letter ratio and the charac-
ter occurrence as the SVM input data. It presents the obtained AUC
values for varying data hiding capacity. We observe that SVM with
Fig. 8. Area under ROC curves (AUC) in Fig. 5 and Fig. 6 for varying amount of
hidden data in stego text.
character level information is slightly worse than the SVM with
overall capital to small letter ratio information, which is a contrary
to the expectation. In fact, SVM with character level information
deals with 52-dimensional data and may suffer from the draw-
backs of processing high dimensional data and consequently result
in poor classification performance.

Above classification experiments were repeated for another 100
Bengali texts of varying size in the range 10 kilo bytes to 100 kilo
bytes. Again, different amount of secret data was hidden resulting
in 0.5%, 1%, 2%, and 4% of capacity. The training set consists of 40
texts containing no secret data and 10 texts from each of the group
of stego texts with different capacity, where 20 texts from each
Fig. 9. ROC of the SVM classifier considering capital to small letter ratio in
transliteration, hiding different number of secret bytes. The dotted line indicates a
purely random classification. Varying length texts are used as the cover text. Note
that the ROC for data hiding capacity of 1% as well as 0.5%, and purely random
classification (all having AUC 0.50) cannot be distinguished in the figure.



Fig. 10. ROC of the SVM classifier considering the occurrence of each letter in
transliteration, hiding different number of secret bytes. The dotted line indicates a
purely random classification. Varying length texts are used as the cover text. Note
that the ROC for data hiding capacity of 1% as well as 0.5%, and purely random
classification (all having AUC 0.50) cannot be distinguished in the figure. Similarly,
the ROC for data hiding capacity of 4% and 2% (both having AUC 1.00) cannot be
distinguished.

Table 9
Comparison of the average size of stego text with varying hiding capacity and the
cover text. Here, variable size Bengali text is used.

Cover text 0.5% 1% 2% 4%

6142 6137 6132 6123 6108
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group is used for testing. Fig. 9, Fig. 10, and Fig. 11 present the SVM
classification performance using the overall capital to small letter
ratio, the character occurrence vector, and the occurrence of each
Fig. 11. Accuracy of the SVM classifier considering the occurrence of each individual
transliterated text. A 50% accuracy indicates a purely random classification. Varying len

Table 8
Comparison of the average size of stego text with varying hiding capacity different and th

Cover text 20 B 30 B 40 B 50

3318 3315 3314 3312 33
individual roman character respectively. Note that these corre-
spond to Fig. 5, Fig. 6, and Fig. 7 respectively. We observe that
SVM classification performance is poor for hiding capacity of 1%
or less, while data hiding with higher capacity is detected more
accurately. Note that the data hiding capacity of 1% is equivalent
to hiding 40 bytes data in a 4 kilo bytes cover text (8 kilo bytes
Bengali text).

Hence, we can summarize that the maximum capacity of the
proposed steganography ensuring very low risk of detectability is
40 bytes in a 4 Kilo Bytes stego text, i.e. 1 byte per 100 bytes. To
be more exact, 1.2 bytes can be hidden per 100 bytes in the
transliterated stego text. As discussed in Section 1 the compression
ratio is around 2.4 by transliteration and hence, a Bengali text of 8
kilo bytes is transliterated into a 3.4 kilo byte roman text. Although
the reader may consider it as a poor capacity, such low capacity is
very common in text steganography systems and is considered fair,
particularly if undetectability is guaranteed.

The proposed method uses alternative roman character combi-
nation to represent the same Bengali character. Hence, no extra
letter in transliteration, hiding different amount of secret bytes in varying length
gth texts are used as the cover text.

e cover text. Size of all Bengali text is 8 kilo bytes.

B 60 B 70 B 80 B 90 B

11 3310 3308 3308 3307
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character is added in the stego text and the length of the cover text
and the stego text should not differ significantly. This is evident in
Table 8 and Table 9, which compare the lengths of cover text and
the corresponding stego text. It is not surprising that with higher
capacity the length of stego text can decrease a little bit, as it uses
more single-letter version instead of two-letter version of roman
letters for some Bengali characters (e.g. ফ ভ শ).

Finally, in Table 10 we compare the proposed method with
other text steganography methods based on various languages
having non-roman alphabets which are discussed in this paper.
Observe that only our method is supported by a detailed statis-
tical steganalysis procedure and hence the reported capacity is
guaranteed. A higher capacity without such an analysis may
not be useful. For example, the capacity of our method is
7.88% (see Section 4.2), if steganalysis is ignored. Thus, the pro-
posed method is the most reliable among the methods in it’s
category. Table 11.
6. Conclusions

We discussed a novel technique of hiding information in Ben-
gali digital document. These documents are very common to any
Table 10
Comparison of text steganography methods using different languages having non-roman

Method (Language) Capacity

Shirali-Shahreza and Shirali-Shahreza (2006) (Arabic/Persian) 1.41
Memon et al. (2005) (Arabic/Urdu) not repo
Aabed et al. (2007) (Arabic) 3.27, 1.2
Gutub et al. (2008) (Arabic) 4.5
Khairullah (2018) (Bengali) 1.25
Xinmei et al. (2010) (Chinese) 2.1, 1.7
This work (Bengali) 1.2

Table 11
Used codemap with bit combinations.

আ
ঈ
উ
এ
ক
খ
গ
ঘ
চ
ছ
জ
ঝ
ঠ
ঢ
থ
ধ
প
ফ
ব
ভ
ম
য
ল
শ
ষ
হ
ঢ়
য়

organization or on the Internet. The initial results obtained for
the proposed system are very appealing and we are confident that
our method can be a good choice for text steganography.

Other interesting features of this language or the alphabet can
be exploited efficiently for steganography purposes and deserves
significant research. The proposed method can be further
enhanced. For example, by incorporating all other available
transliteration systems for Bengali, the possible number of code-
maps can be almost infinity.

Bengali is used as an example medium in this paper for the pro-
posed technique. As the main idea is quite simple and straight for-
ward, it can easily adapted and extended to use any of the language
having non-roman alphabet. A generic and language-independent
framework may be developed, which can lead to an industry stan-
dard steganography system.
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alphabets.

(%) Robustness Steganalysis

fails in retyping, OCR, font change no
rted fails in retyping, OCR, font change no
2 easily detectable by visual attack no

easily detectable by visual attack no
passed visual attacks no
low detectability by visual attacks no
passed visual attacks yes
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Appendix A.
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