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This paper presents, a wavelet based technique to compress and secure the fused images in a dependent
way. The core idea behind the proposed work lies in the selection of significant and less significant infor-
mation in the wavelet domain. The significant wavelet coefficients are fused using error measurements
while the less significant coefficients are fused by using maximum method, the fused information of sig-
nificant wavelet coefficients is compressed and encrypted using error measurement and pseudo random
number sequences, while the less significant fused coefficients are compressed using a quantizing param-
eter, the quantized values are pseudo randomly permuted and coded using huffman coding. At receiver
side, the fused image can be recovered by using the proposed recovery algorithm. Numerical and visible
results demonstrate the superiority of our technique over several other techniques.
� 2017 The Authors. Production and hosting by Elsevier B.V. on behalf of King Saud University. This is an
open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction an image with every object in focus. To obtain an image with all
In the ever growing field of digital technologies, image fusion,
encryption and compression are very hot topics of image process-
ing and computer vision. Fusion is the process of integrating multi-
source images into a single visually improved image which can
better describe the scene. Encryption is used for secure transmis-
sion of information, while compression is used to reduce the total
number of bits required for image data which helps in fast trans-
mission with reduced storage cost.

Image fusion can be defined as a process of integrating signifi-
cant information of multiple source images of the same scene into
a single visually improved image. The obtained image describes the
whole information of the scene which is useful for human percep-
tion and image processing tasks. Image fusion has been employed
in various fields, such as medical imaging, surveillance, robotics,
machine vision, remote sensing and so on (Wald, 1999). The main
objective of image fusion is to make a fused image more informa-
tive and better visual quality without presenting any artifacts. Usu-
ally, images of same scene having different focuses do not provide
scene in focus a multifocus image fusion approach has been intro-
duced. If the images are taken from different sensors, the informa-
tion obtained from different sensors is limited. These details of
different sensor images are integrated to obtain the information
of all images into a single enhanced image containing information
obtained from both the sensors. The process of combining the
details of different sensors images into a single image is known
as the multisensor image fusion. Image fusion can be divided into
pixel, feature and decision levels, where decision level is the high-
est level and pixel level is the lowest level (Blum and Liu, 2005).
Pixel level fusion, basically perform pixel by pixel fusion. It is time
efficient and simple to use, therefore it is most suitable for image
fusion purpose. Image fusion techniques can be categorized into
two groups: spatial and transform domains. The spatial domain
methods are easy to implement but it may provide low contrast
and insufficient details. To overcome these problems, transform
domain based approaches have been introduced. Transform
domain methods usually transform the images into multi-scale
representation and then choose the decomposed details to obtain
the fused image. There are some example of transform domain
based fusion methods such as, discrete wavelet transform (DWT)
(Li et al., 1995; Pajares and Cruz, 2004), contourlet transform (Liu
et al., 2011), curvelet transform (Choi et al., 2005), dual tree com-
plex wavelet transform (DT-CWT) (Kingsbury, 1999), and so on. A
medical image fusion technique is given in Jigneshkumar and
Mehul (2016), which can fuse the source images using DWT.
Bhavana and Krishnappa (2016) proposed an image fusion
technique for MRI and PET brain images using DWT and adaptive
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histogram equalization. By varying the structural information in
the gray matter area and the spectral information in the white
matter area, this technique (Bhavana and Krishnappa, 2016)
provides satisfactory results.

Now a days, simultaneous image compression and encryption
techniques are developed most frequently. A lot of image encryp-
tion and compression methods are reported in literature that are
based on compressive sensing (CS) viz: an image encryption tech-
nique while reducing the storage space is given by Zhou et al.
(2014), which gives good key distribution and saves large storage
space. An image encryption technique using CS and classical dou-
ble random phase encoding is proposed by Lu et al. (2013) which
reduces the storage space while enhancing the security using
Arnold transform (Liu et al., 2013). By combining CS and non-
linear fractional Mellin transform, an image encryption method is
given in Zhou et al. (2015). A parallel image encryption technique
is given by Huang et al. (2012) which is based on CS in this tech-
nique the block cipher structures consisting of scrambling, mixing,
S-box and chaotic lattice XOR is developed to further encrypt the
quantized data. A hybrid compression and encryption method with
key-controlled measurement matrix in CS is proposed by Zhou
et al. (2014). Further, a new CS based hybrid compression-
encryption algorithm is given in Zhou et al. (2014), where mea-
surement matrix is constructed as partial Hadamard matrix and
controlled by a chaos index sequence. An image compression and
encryption technique based on 2D CS and fractional Mellin trans-
form (FrMT) is again proposed by Zhou et al. (2015) which uses
the nonlinearity of FrMT to resist the common attacks and main-
tain the compression ability of CS. Alfalou and Brosseau (2009)
proposed an optical image compression and encryption technique
which is devoted for secure and efficient transmission of images
over internet. For multiplexing and simultaneously encoding
images, an other compression method is given in Alfalou et al.
(2011). A simultaneous compression and encryption method is
given by Zhou et al. (2016) using hyper-chaotic system and 2D
CS, in this work CS is used to reduce the data size and then the
compressed encrypted image is re-encrypted by using the cycle
shift operation controlled by the hyper-chaotic system. A secure
and efficient technique for simultaneous compression and encryp-
tion is given in Alfalou et al. (2010), where, compression and
encryption of digital holograms for 3-D object reconstruction is
implemented.

Generally, the above mentioned techniques are used in various
application of image processing for a specific purpose. However,
simultaneous implementation of these techniques has a wider
application prospects. For an example, in case of tele-medicine,
the multi-modal medical images need to be fused to incorporate
the complementary information, meanwhile the security of trans-
mitting information is necessary tomaintain the privacy of patients.
In military surveillance, visible and infrared images are fused to
obtain an enhanced image with better visual quality and then fused
information need to be encrypted for secure transmission over the
network. In the aforementioned applications, it is indeed necessary
to reduce the size of transmitting information while maintaining
their security and entire visual information. Hence, it is really a
great idea to study and implement image fusion, encryption and
compression simultaneously in a proper way.

Recently, more attention has been paid on the study of simulta-
neous compression and encryption of fused images. viz: a simulta-
neous compression and encryption technique is given by Alfalou
et al. (2013), this technique is a combination of spectral fusion
based on the properties of Discrete Cosine Transformation (DCT).
Zhu et al. (2013) proposed an efficient method using hyper-chaos
and Chinese remainder theorem where 2-D hyper chaos is used
to shuffle the original image and to diffuse and reduce the shuffled
image simultaneously, Chinese remainder theorem is used. Apart
from the above discussed methods, Multi-scale transform (MST)
based methods are also useful in various applications of image pro-
cessing. Few classical methods for image fusion are Laplacian pyra-
mid (LP) (Burt and Adelson, 1983), ratio of low-pass pyramid (RP)
(Toet, 1989), discrete wavelet transform (DWT) (Li et al., 1995),
dual-tree complex wavelet transform (DTCWT) (Lewis et al.,
2007) and curvelet transform (CVT) (Nencini et al., 2007). The
intrinsic features of these transform based fusion methods gives
us a new direction in the field of simultaneous fusion, encryption
and compression (SFEC). Recently, simultaneous fusion, encryption
and compression based methods are also developed more fre-
quently viz: a discrete cosine transformation (DCT) based SFEC
method is given by Alfalou et al. (2011), a SFEC technique is given
in Alfalou et al. (2007), which can optimism the transmission of
image while maintaining the security. A novel image fusion tech-
nique for visible and infrared images is given by Liu et al. (2014).
More recently, a simultaneous compression, fusion and encryption
technique is given by Liu et al. (2016) using CS and chaos.

In this article, a MST based simultaneous fusion, encryption and
compression technique is proposed in wavelet domain. The multi-
resolution and energy compaction ability of wavelet has brought
our attention to accomplish these tasks simultaneously. At first,
the source images are wavelet transformed to form a sparse repre-
sentation of data. The wavelet transform decomposes an image
into an approximation and three detail wavelet sub-bands. The
transformed coefficients in approximation sub-bands are not
sparse and contain the most useful information of image therefore,
termed as significant coefficients while the coefficients in the
detail sub-bands are close to sparse and contain comparatively less
information (termed as less significant coefficients). To fuse the
coefficients of approximation subbands a scheme based on error
measurements is used while for the fusion of high frequency coef-
ficients containing low energy information maximum rule is used.
The fused information of low and high frequency coefficients is
encrypted and compressed simultaneously using the proposed
encryption and compression technique.

The rest of the paper is organized as follows: a brief overview of
Discrete wavelet transform (DWT) is given in Section 2, Section 3
describes the proposed simultaneously fusion, encryption and com-
pression technique in detail, the experimental validation of pro-
posed work with security analysis and compression performance
is discussed in Section 4. Section 5 concludes the proposed work.
2. Discrete wavelet transform

Discrete Wavelet Transform (DWT) has been used more fre-
quently in many applications of image processing like image com-
pression, image encryption, fusion etc. DWT is localized both in
time and frequency domains, which reveals the spatial and fre-
quency views at the same time. It decomposes the image at mul-
tiresolution level, which helps in analyzing an image at different
resolutions. Due to the multiresolution property of DWT, the infor-
mation that seems to be unnoticed at one level may become
noticeable at another level.

The 2-D DWT can be obtained by first applying 1-D DWT in hor-
izontal direction and then in vertical direction. 2-D DWT decom-
poses an image into four parts: approximation ðLLÞ, horizontal
ðLHÞ, vertical ðHLÞ and diagonal ðHHÞ. LL subband contains low fre-
quency detail, while the LH;HL and HH subbands contain the high
frequency details (shown in Fig. 1).

For an image of size M � N, 2-D DWT can be defined as
(Gonzalez and Woods, 2013; Kumar and Vaish, 2016):

WUðj0;m;nÞ ¼ 1
MN

XM�1

x¼0

XN�1

y¼0

f ðx; yÞUj0 ;m;nðx; yÞ ð1Þ



Fig. 1. One level wavelet decomposition.
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Wi
Wðj;m;nÞ ¼ 1

MN

XM�1

x¼0

XN�1

y¼0

f ðx; yÞWi
j;m;nðx; yÞ ð2Þ

where, WUðj0;m; nÞ represents approximation part and Wi
Wðj;m;nÞ

represents horizontal, vertical and diagonal parts of image f ðx; yÞ.
The inverse of 2-D DWT can be defined as:

f ðx; yÞ ¼ 1
MN

X
m

X
n

WUðj0;m;nÞUj0 ;m;nðx; yÞ

þ 1
MN

X
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X
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n

Wi
Wðj;m; nÞWi

j;m;nðx; yÞ ð3Þ
3. Proposed simultaneous image fusion, encryption and
compression technique

This section describes the proposed fusion, encryption and com-
pression technique in detail.

3.1. Sparse representation

Let I1 and I2 are the two source images of size M � N, for sparse
representation, these images are transformed in frequency domain
using DWT:

Tl ¼ DWTðI1Þ ð4Þ
Ul ¼ DWTðI2Þ ð5Þ
where, l represents the various subbands of source images and its
values are l ¼ 1; . . . ;4 i.e. each of the transformed image Tl and Ul

consist of four sub-bands namely, approximation ðLLÞ and detail
wavelet sub-bands ðLH; HL; HHÞ. For example T1; T2; T3 and T4 rep-
resent the LL1; LH1; HL1; HH1 subbands of first source image respec-
tively and U1;U2;U3 and U4 represent the LL2; LH2; HL2, and HH2

subbands of second source image respectively. The data amount
of approximation sub-band is not sparse while the data amount
of detail sub-band is sparse as most of the values in these sub-
bands are close to zero, which can be seen from Fig. 1 and the sche-
matic figure of proposed work is shown in Fig. 2

3.2. Fusion approach

After sparse representation of highly correlated data, the low
and high frequency components are fused as follows: the differ-
ence between the approximation sub-bands of two source images
is calculated as:

eði; jÞ ¼ LL1ði; jÞ � LL2ði; jÞ; 1 6 i 6 M=2; 1 6 j 6 N=2 ð6Þ

FLLði; jÞ ¼
LL1ði; jÞ � eði; jÞ; if ðeði; jÞÞ 6 0
LL2ði; jÞ þ eði; jÞ; otherwise

�
ð7Þ

once the low frequency coefficients are fused, the next task is to
fuse the detail wavelet coefficients: since detail wavelet coefficients
contain the structural information, therefore, to retain the struc-
tural information maximum rule is applied to fuse the coefficients
of these subbands.

FLHði; jÞ ¼
LH2ði; jÞ; if ðLH1ði; jÞ 6 LH2ði; jÞÞ
LH1ði; jÞ; otherwise

�
ð8Þ

FHLði; jÞ ¼
HL2ði; jÞ; if ðHL1ði; jÞ 6 HL2ði; jÞÞ
HL1ði; jÞ; otherwise

�
ð9Þ

FHHði; jÞ ¼
HH2ði; jÞ; if ðHH1ði; jÞ 6 HH2ði; jÞÞ
HH1ði; jÞ; otherwise

�
ð10Þ
3.3. Encryption and compression of fused information

After fusion of approximation and detail wavelet sub-bands: the
fused approximation subband FLL is encrypted using pseudo ran-
dom numbers, as the approximation sub-band contain most of
the useful information of the image, therefore first of all the coef-
ficients of FLL sub-band are quantized, the purpose is to decrease
the range of wavelet coefficients.

QLLði; jÞ ¼
FLLði; jÞ �WCmin

WCmax �WCmin
:q

� �
; 1 6 i 6 M=2; 1 6 j 6 N=2

ð11Þ
where, q represents a parameter, used to bound the values of FLL

subband in range ½0; q�, here, q ¼ 28 � 1 and d:e is the rounding oper-
ation, WCði; jÞ represents the wavelet coefficient of RLL sub-band.
The maximum and minimum values of coefficients in FLL subband
are represented by WCmax and WCmin respectively. The values of
WCmax and WCmin are stream cipher encrypted and shared by the
decoder. While, QLLði; jÞ represents the quantized wavelet coeffi-
cients. The quantization step which is used above, sets the values
of RLL sub-band in the range ½0; 255�. Therefore, it is appropriate
to choose an eight bit quantizer of resolution 8. After decreasing
the range of FLL sub-band, QLL subband is decomposed into four
subimages as:

S1ði; jÞ ¼ QLLð2i;2jÞ ð12Þ

S2ði; jÞ ¼ QLLð2i;2j� 1Þ ð13Þ

S3ði; jÞ ¼ QLLð2i� 1;2jÞ ð14Þ

S4ði; jÞ ¼ QLLð2i� 1;2j� 1Þ ð15Þ
where, 1 6 i 6 M=4; 1 6 j 6 N=4. After downsampling, a single
subimage S1 is used to calculate the errors corresponding to other
subimages as:

e2ði; jÞ ¼ S2ði; jÞ � S1ði; jÞ ð16Þ
e3ði; jÞ ¼ S3ði; jÞ � S1ði; jÞ ð17Þ

e4ði; jÞ ¼ S4ði; jÞ � S1ði; jÞ; ð18Þ
Due to the high correlation among the neighboring pixels, most

of the values in these sub-images are almost same, which result to
small values in the errors, due to which fewer bits can be assigned
on quantization and coding. For secure and efficient transmission
of the fused low frequency coefficients, subimage S1 is encrypted
using pseudo random number sequences generated by pseudo ran-
dom number generator (PRNG), equal to the number of elements in
S1, which lie within the range ½0; 255� and further addition modulo
256 is performed to form an encrypted image (Kumar et al., 2015).

E1ði; jÞ ¼ mod½S1ði; jÞ þ Psði; jÞ;256�; 1 6 i 6 M=4; 1 6 j 6 N=4

ð19Þ



Fig. 2. Proposed scheme.
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where, Psði; jÞ shows the pseudo random number sequences gener-
ated by PRNG. Since sub-image S1 consists most of the useful infor-
mation of the image therefore, encrypted sub-image E1 is
compressed losslessly using huffman coding: as huffman coding is
a lossless coding technique which can assign optimal bit codes.
Let the compressed bit stream obtained be represented by b1. After
encrypting the sub-image S1, the error corresponding to other sub-
images are quantized as:

Q2ði; jÞ ¼ bðe2ði; jÞ=pÞc ð20Þ
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Q3ði; jÞ ¼ bðe3ði; jÞ=pÞc ð21Þ

Q4ði; jÞ ¼ bbðe4ði; jÞ=pÞc ð22Þ
where, 1 6 i 6 M=4; 1 6 j 6 N=4 and p is a quantizing parameter
shared by the decoder and the value of p is selected in such a
way that we can achieve an acceptable image quality while saving
large storage space, the quantitative value of p is discussed later in
experimental result section. Due to the quantization, most of the
values in the quantized errors Q2;Q3 and Q4 become zero which
results to more sparse data. For secure transmission of quantized
errors, pseudo random permutation is used. Several permutation
methods are reported in literature (Bourbarkis and Alexopoulos,
1992; Yen and Guo, 2000), but here in this work permutation
method (Bourbarkis and Alexopoulos, 1992) is used for encryption.
Further to assign optimal bits to each of the quantized errors, huff-
man coding is used, suppose the compressed bit streams are repre-
sented by b2; b3 and b4 respectively.

After simultaneous compression and encryption of fused
approximation subband, the detail wavelet coefficients are com-
pressed and encrypted as: the data amount of detail wavelet sub-
bands (FLH; FHL and FHH) is reduced using the quantizing parameter
p. As a result of quantization, most of these values are set to zero
which led us to achieve better compression performance on cod-
ing. Before coding, the quantized coefficients are encrypted using
pseudo random permutation. Due to the presence of large number
of zeros in these sub-bands, the corresponding coefficients are
compressed losslessly using huffman coding, which can assign
the optimal codewords to the most frequent symbol. Let the com-
pressed bit streams obtained after compression of these subbands
be represented by b5; b6 and b7 respectively.

The total amount of compressed data can be represented as:

B ¼ ðM � NÞ
4

ðb1 þ b2 þ b3 þ b4Þ þ ðM � NÞ
2

ðb5 þ b6 þ b7Þ ð23Þ

Further, the compression ratio (CR) i.e. a ratio between the
amounts of original image data to the compressed data is
expressed as:

CR ¼ 8�M � N
B

ð24Þ
3.4. Fused image reconstruction

The fused image can be reconstructed by using the proposed
decompression and decryption approach. When having com-
pressed bit streams (b1; b2; b3; b4; b5; b6 and b7), each of these bit
streams are decoded and decrypted. For decompression of low fre-
quency components, the compressed bit stream b1 is decoded
using huffman decoding technique, suppose the decoded subimage
is represented by E0

1, which is followed by decryption process as:

S01ði; jÞ ¼ mod½E0
1ði; jÞ � Psði; jÞ;256� ð25Þ

where, Ps shows the pseudo random numbers generated by using
the same seed as used by encoder. The compressed bit streams
b2; b3 and b4 corresponding to the errors are decoded using huffman
decoding technique, which result to quantized errors that are
inverse permutated to get the decrypted quantized errors (say
Q 0

2;Q
0
3 and Q 0

4), these errors are de-quantized as Kumar and Vaish
(2015):

E0
2ði; jÞ ¼ bðQ 0

2ði; jÞpþ ðp� 1Þ=2Þc ð26Þ
E0
3ði; jÞ ¼ bðQ 0

3ði; jÞpþ ðp� 1Þ=2Þc ð27Þ
E0
4ði; jÞ ¼ bðQ 0

4ði; jÞpþ ðp� 1Þ=2Þc ð28Þ
where, 1 6 i 6 M=4; 1 6 j 6 N=4, once the errors are recon-
structed, the low frequency components of other subimages can
be recovered by simply adding these errors to the reconstructed
subimage S01 as:

S02ði; jÞ ¼ S01ði; jÞ þ E0
2ði; jÞ ð29Þ

S03ði; jÞ ¼ S01ði; jÞ þ E0
3ði; jÞ ð30Þ

S04ði; jÞ ¼ S01ði; jÞ þ E0
4ði; jÞ ð31Þ

now these subimages are upsampled to get the reconstructed low
frequency components as:

Q 0
LLð2i;2jÞ ¼ S01ði; jÞ ð32Þ

Q 0
LLð2i;2j� 1Þ ¼ S02ði; jÞ ð33Þ

Q 0
LLð2i� 1;2jÞ ¼ S03ði; jÞ ð34Þ

Q 0
LLð2i� 1;2j� 1Þ ¼ S04ði; jÞ ð35Þ
Now, the values of Q 0

LL is approximated with the help of
decrypted WCmax and WCmin as:

F0LL ¼ Q 0
LLði; jÞ
q

:ðWCmax �WCminÞ þWCmin ð36Þ

After obtaining the fused low frequency coefficients, the high
frequency coefficients can be obtained by decoding the com-
pressed bit streams b5; b6 and b7. The obtained high frequency
coefficients are inversely permuted to get the reconstructed sub-
bands (say F 0

LH; F
0
HL and F 0

HH).
The inverse of wavelet transform is then performed on fused

low ðF 0
LLÞ and high frequency coefficients (F 0

LH; F
0
HL and F 0

HH) to
obtain the reconstructed fused image ðF 0Þ.

4. Experimental results and discussion

The efficiency of proposed work is evaluated on various set of
test images such as: mutlifocus, medical and visible-infrared
images. In this section the detailed analysis on the security and
compression performance of fused, encrypted and compressed
image is presented.

4.1. Quality measurement of fused image

At the receiver side, the fused image can be reconstructed by
simply decompressing and decrypting the compressed bit streams.
The proposed work can reconstruct the fused image more effi-
ciently with improved image quality while maintaining the secu-
rity. Fig. 3 represents the fused images using various state of art
methods along with the results of proposed work: Fig. 3(a) and 3
(b) show the Computed tomography (CT) and Magnetic Resonance
(MR) source images, we have simulated the results for LP (Burt and
Adelson, 1983), RP (Toet, 1989), DWT (Li et al., 1995), DTCWT
(Lewis et al., 2007) and CVT (Nencini et al., 2007) methods and
the corresponding results are shown in Fig. 3(c)–(g) respectively,
while Fig. 3(h) shows the fused image using proposed SFEC rule.
It can be analyzed from Fig. 3(h) that the proposed SFEC rule can
reconstruct the fused image with improved image quality. The
results corresponding to the proposed and compared methods for
medical images are shown in Table 1. Various image quality mea-
surement metrics such as: mutual information (MI), standard devi-
ation (SD), correlation coefficient (CC), structural similarity index
(SSIM) and peak signal to noise ratio (PSNR) are used to measure
the quality of reconstructed fused images. It is evident from the
quantitative results shown in Table 1 that the proposed SFEC tech-
nique is more effective than the existing one.

The proposed scheme is also applied on multi-focus image and
the corresponding visual results are shown in Fig. 4. Fig. 4(a) and



Fig. 3. Medical image fusion.

Table 1
Performance comparison of proposed work for Medical images with some existing works.

Fusion method MI SD CC SSIM PSNR

LP (Burt and Adelson, 1983) 3.3657 35.9531 0.7133 0.4267 31.4400
RP (Toet, 1989) 4.5822 35.1517 0.6855 0.3931 31.7653
DWT (Li et al., 1995) 3.1765 34.0832 0.7064 0.4089 31.6553
DTCWT (Lewis et al., 2007) 4.1432 33.8704 0.7138 0.4199 31.5685
CVT (Nencini et al., 2007) 4.0868 33.7432 0.7134 0.4180 31.6058
Proposed 4.9995 58.5801 0.7620 0.4776 38.8047

Fig. 4. Multi-focus images fusion.
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(b) show the far and near focused images and the fused images
using LP (Burt and Adelson, 1983), RP (Toet, 1989), DWT (Li
et al., 1995), DTCWT (Lewis et al., 2007) and CVT (Nencini et al.,
2007) fusion rules are shown in Fig. 4(c)–(g) respectively. The
fused image using proposed SFEC rule is shown in Fig. 4(h). It
can be observed from the visual results that the proposed scheme
outperforms the several existing schemes. However, the visual
quality of proposed work is also tested by measuring some math-
ematical terms and the corresponding results are shown in Table 2.
For an example, when these source images are fused using LP (Burt
and Adelson, 1983), RP (Toet, 1989), DWT (Li et al., 1995), DTCWT
(Lewis et al., 2007) and CVT (Nencini et al., 2007) fusion rules,
36.7171 dB, 36.9352 dB, 36.4059 dB, 36.6062 dB and 36.5255 dB
PSNR is obtained while when the same images are fused using pro-
posed SFEC rule 42.1431 dB PSNR is obtained hence the proposed
work can reconstruct the fused images with enhanced visual qual-
ity. Few more metrics are also used to evaluate the quality of fused
image such as MI, SD, CC, SSIM, PSNR and the corresponding results



Table 2
Performance comparison of proposed work for multi-focus image with some existing works.

Fusion method MI SD CC SSIM PSNR

LP (Burt and Adelson, 1983) 7.0752 46.1547 0.9844 0.9047 36.7171
RP (Toet, 1989) 7.0786 46.1053 0.9835 0.9033 36.9352
DWT (Li et al., 1995) 6.9175 45.5351 0.9856 0.9108 36.4059
DTCWT (Lewis et al., 2007) 7.0165 45.6051 0.9871 0.9184 36.6062
CVT (Nencini et al., 2007) 6.9474 45.5432 0.9871 0.9182 36.5255
Proposed 7.9572 44.7272 0.9969 0.9865 42.1431
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are shown in Table 2, all the mathematical simulation shows that
proposed work has obtained an improved image quality in case
of all the metrics.

The quality of reconstructed fused image is also tested for visi-
ble and Infrared images. Fig. 5 demonstrates the result for these
images using several existing and proposed schemes. The visible
and infrared images are shown in Fig. 5(a) and (b) and the recon-
structed fused images using existing methods are shown in Fig. 5
(c)–(g) respectively and the reconstructed fused image using pro-
posed work is shown in Fig. 5(h). It can be noticed from the several
results shown in Fig. 5 that the quality of proposed work is better
than the other techniques. To test the efficiency of proposed work,
some mathematical measures are also used and the corresponding
results are shown in Table 3. Hence it can be observed from the
Tables 1–3 that the proposed work is enhancing the visual quality
for all type of source images.
Fig. 5. Visible and Infra

Table 3
Performance comparison of proposed work for Visible-Infrared images with some existing

Fusion method MI SD

LP (Burt and Adelson, 1983) 3.9439 33.4653
RP (Toet, 1989) 3.8856 32.4710
DWT (Li et al., 1995) 3.8940 31.5790
DTCWT (Lewis et al., 2007) 4.1621 31.7324
CVT (Nencini et al., 2007) 4.0716 31.6087
Proposed 4.1183 41.7228
4.2. Security analysis and compression performance evaluation

The proposed work is secure against various brute force attacks,
as in case of natural image, the neighboring pixels have strong cor-
relation and in this work the approximation ðFLLÞ and detail sub-
bands (FLH; FHL, and FHH) are encrypted using pseudo random
number sequences and pseudo random permutation. Rather than
directly masking the values of FLL subband, it is decomposed into
four subimages. A subimage is masked by using pseudo random
number sequences while the errors are encrypted by using pseudo
random permutation. The masking of most significant information
makes the original image unrecognizable and also ensure the
desired level of security because it is very well known that there
is no probability polynomial time (PPT) algorithm is known to
make a difference between pseudo random number sequences
and random number sequence till now (Kumar et al., 2015;
Kumar and Vaish, 2015). Hence, it is adequate to secure the image
red images fusion.

works.

CC SSIM PSNR

0.8709 0.8285 32.4216
0.8707 0.8240 33.0426
0.8717 0.8310 32.6801
0.8775 0.8458 32.6403
0.8775 0.8457 32.6333
0.8966 0.8486 37.8928
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information using pseudo random number sequences because it is
harder for any PPT adversary to make a distinction between
encrypted pixel sequence and a random number sequence. While
the errors and detail wavelet coefficients consisting less significant
information are pseudo randomly permutated, as the detail sub-
bands contain the horizontal, vertical and diagonal details, which
are quite sparse, hence it is sufficient to make a pseudo random
permutation to hide the structural information. Since the values
of detail wavelet subbands are not changed which infact maintain
the empirical distribution of coefficients in the detail wavelet sub-
bands, meanwhile these also help in improving the compression
performance.

It is a point of consideration that the values of detail wavelet
subbands and the errors corresponding to FLL subband are not
masked, instead of masking the values only pseudo random per-
mutation is used. If there are T number of coefficients in the each
of detail subband then there would be T! ways to predict the posi-
tion of each coefficient, here ! is the factorial operation. For an
illustration, if the input image is of size 512� 512, there are
256� 256 i.e. 65,536 coefficients in each of the detail subbands
and the number of elements in detail subbands is three times of
Fig. 6. (a) Correctly reconstructed medical fused

Fig. 7. (a) Correctly reconstructed multi-focus i

Fig. 8. (a) Correctly reconstructed Visible and Infrared
that in approximation subband, an attempt of brute force search
in these detail wavelet subbands requires 65;536! ways of permu-
tation in each subband. For computational purpose the value of
65;536! can be assumed to infinity. Therefore, it is indeed hard
for any attacker to implement brute force attack. Hence, the pro-
posed technique has obtained a desired level of security and
robustness against attacks.

The incorrectly decrypted fused image for medical image is
shown in Fig. 6. Fig. 6(a) shows the reconstructed fused image
using proposed scheme and its encrypted version is shown in
Fig. 6(b), Fig. 6(b) is obtained when subimages encrypted by
pseudo random number sequences and pseudo random permuta-
tion are incorrectly arranged. It can be observed from Fig.6(b) that
the proposed work does not reveal any kind of original informa-
tion. The encrypted image corresponding to reconstructed multi-
focus fused image (Fig. 7(a)) is shown in Fig. 7(b). The recon-
structed fused image corresponding to visible and infrared image
is shown in Fig. 8(a) and its encrypted version is shown in Fig. 8
(b). In all the cases the incorrect parameter are chosen close to
the original values. It can be observed from Figs. 6(b), 7(b) and 8
(b) that the proposed work has obtained a desired level of security
image; (b) incorrectly reconstructed image.

mage; (b) incorrectly reconstructed image.

fused image; (b) incorrectly reconstructed image.



Table 4
Compression performance measurement of proposed work.

Quantizing parameter (p) 8 12 16 20 24 28

Multifocus images PSNR 42.3484 42.1829 42.1112 42.0525 42.0393 42.0191
bpp 1.5733 1.5125 1.4861 1.4669 1.4632 1.4575

Medical images PSNR 38.6925 38.6154 38.5762 38.5586 38.5485 38.5392
bpp 1.7253 1.6425 1.5988 1.5727 1.5573 1.5349

Visible and infrared images PSNR 37.8668 37.7269 37.6619 37.6235 37.6022 37.5875
bpp 2.1962 1.9794 1.8740 1.8193 1.7861 1.7641
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because untill the decoder does not have correct knowledge of
encryption keys and way of arrangements, it would be hard to even
guess a glimpse of original fused image.

The validity of proposed work is also evaluated by measuring
compression performance. Several multi-source images are simul-
taneously fused, encrypted and compressed and a variation in the
quality of reconstructed fused image with the reduced bit rate is
evaluated. For the results shown in Tables 1–3, the quantizing
parameter p is set to 14, the value is selected in order to achieve
the good quality of reconstructed image while saving sufficient
storage space. However, the relationship between the bit per pixel
(bpp) and Peak Signal to Noise Ratio (PSNR) on various test images
is shown in Table 4. It is evident from Table 4 that as the bpp
decreases the quality of reconstructed fused image also decreases,
although the degradation in the quality of reconstructed image is
not perceptually visible to human eyes. Due to the proposed work,
it is possible to reduce the size of fused images while maintaining
the desired image quality. For an instance, when the multi-focus
images are compressed using proposed scheme then 42.3484 dB
PSNR is obtained for 1.5733 bpp, however, by increasing the
qunatising parameter, better compression performance can be
achieved without much more degradation in the visual quality of
reconstructed images, which can be clearly observed from Table 4.

5. Conclusion

In this paper, a wavelet based simultaneous fusion, encryption
and compression technique is proposed. The sparse representation
of source images using DWT has helped in keeping salient features
of source images in the reconstructed fused image. The low fre-
quencies are fused using error based rule while the high frequency
coefficients are fused using maximum fusion rule. The fused low
and high frequency coefficients are simultaneously encrypted
and compressed. The use of pseudo random number and pseudo
random permutation in low and high frequency components
respectively make the proposed scheme secure against any brute
force attacks. The proposed scheme keeps the salient features of
source images while enhancing the visual quality. The comparison
of proposed work with several state of art works gives the evidence
that the proposed work can reconstruct the fused images while
maintaining the security of transmitting images. The compression
performance of proposed work is also evaluated over the variation
of quantizing parameter and it is found that the larger storage
space can be saved by increasing the value of quantizing parame-
ter. Hence the proposed work not only save the storage cost and
security but also improves the visible quality the fused image.
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